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Chairman Gallagher.=  The Select Committee will come to 20 

order.  This is an historic hearing.  We have never had this 21 

combination of witnesses, a fantastic collection of expertise 22 

to help us make sense of what the Chinese Communist Party is 23 

doing in cyberspace and how we can better defend ourselves.  24 

 I had a thought this morning that we spend a lot of time 25 

on this committee debating or thinking about the question of 26 

whether Xi Jinping will make a move militarily against Taiwan 27 

and what would be the timeline of such a move.   28 

And obviously, this is an unknowable question, and 29 

people continue to debate it.  But in some meaningful sense, 30 

I wonder if such an invasion or the preparation for such an 31 

invasion, which would be incredibly costly, as the ranking 32 

member very eloquently pointed out yesterday, has already 33 

begun, if the intelligence preparation of the battle space 34 

has already begun. 35 

Put differently, for over 20 years, the CCP has been 36 

attacking us  --  our government, our defense contractors, 37 

our technology firms  --  in cyberspace.  That is a fact.  38 

And for a long time, these attacks were focused on theft, 39 

just robbing us of valuable technology.  That was then used 40 

to drive their military modernization, a really unprecedented 41 

military modernization.   42 

But another focus of attack has been gathering sensitive 43 
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information on hundreds of millions of Americans with attacks 44 

on companies like Anthem Health, the Office of Personnel 45 

Management.  I am sure Mr. Moulton and Mr. Auchincloss and 46 

anyone else who served in the military got a nice letter from 47 

OPM after our military records have been compromised.  Mine 48 

is framed in my office in my basement.  According to the FBI, 49 

China's vast hacking program is the world's largest, and they 50 

have stolen more Americans' personal and business data than 51 

every other nation combined. 52 

But that wasn't enough for the CCP.  In the past few 53 

years, our Intelligence and Cybersecurity Agency have 54 

discovered that the CCP has hacked into American critical 55 

infrastructure for the sole purpose of disabling and 56 

destroying our critical infrastructure in the event of a 57 

conflict  --  a conflict over Taiwan, for example.   58 

This is the cyberspace equivalent of placing bombs on 59 

American bridges, water treatment facilities, and power 60 

plants.  There is no economic benefit for these actions.  61 

There is no pure intelligence-gathering rationale.  The sole 62 

purpose is to be ready to destroy American infrastructure, 63 

which would inevitably result in chaos, confusion, and 64 

potentially mass casualties.   65 

It is outrageous.  It is an active and direct threat to 66 

our homeland, to our military, our ability to surge forces 67 
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forward in the event of a conflict, and it is not 68 

hypothetical.  As our witnesses will testify today, the 69 

Chinese government has already done it.   70 

Our cyber warriors are doing everything they can to stop 71 

it.  We are dealing with malware in water utilities, oil and 72 

gas pipelines, power grids, and other utilities in our 73 

westernmost territories and across the American homeland.  74 

And the damage that could be done by this is almost hard to 75 

imagine. 76 

We need to step up and defend our critical 77 

infrastructure, defend ourselves in cyberspace.  It is a 78 

critical part of deterrence.  It will take unprecedented 79 

collaboration between the public and private sectors to 80 

create the kind of layered cyber deterrence we need to 81 

prevent disaster, because it is not just a government 82 

problem; it is a whole of society problem. 83 

Our committee is called the Select Committee on 84 

Strategic Competition between the United States and the 85 

Chinese Communist Party.  That is a long title, but in a very 86 

real way, the name of our committee vastly understates the 87 

problem set.  It is not just strategic competition, but a 88 

strategic threat pointed at the heart of America.  If we do 89 

not address this threat, then the CCP will have the ability 90 

to turn off the lights for everyday Americans, shut down 91 
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cities, and cause massive loss of American lives.   92 

That is unacceptable.  I believe men and women of good 93 

faith in both parties can come together to prevent that from 94 

happening, and that is what today's hearing is all about. 95 

I now recognize the ranking member, Raja Krishnamoorthi, 96 

for his opening statement. 97 

Mr. Krishnamoorthi.  Thank you so much, Mr. Chair, and 98 

thank you to the witnesses for coming today.   99 

I understand that, General Nakasone, today is your 100 

change of command.  And you made time to come and see us, and 101 

so I expect this will be Nakasone unplugged.  And so we 102 

really look forward to today's testimony. 103 

Well, look, folks: today we're going to talk about 104 

UglyGorilla and KandyGoo.  And no, these are not my kids' 105 

Instagram handles.  In fact, these are aliases used by CCP 106 

hackers working for the People's Liberation Army, otherwise 107 

known as the PLA.  And specifically, this wanted poster shows 108 

members of Unit 61398, whom we indicted in 2014 for hacking 109 

into American companies and stealing intellectual property. 110 

This was the first time we have ever indicted PRC nationals 111 

for computer hacking in the U.S.   112 

For years, the CCP carefully studied how the U.S. ran 113 

cyber operations to develop its own concepts for cyber 114 

warfare.  Xi Jinping himself has called for the PRC to become 115 
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a, quote, "cyber superpower" and to dominate the world 116 

through information warfare.   117 

In the last dozen years, the CCP has used cyber 118 

operations for stealing IP from companies, collecting private 119 

citizens' data, hacking into government emails, and even 120 

potentially gathering personal data from apps like TikTok.  121 

However, today we will be discussing an even darker side of 122 

the CCP's cyber warfare tactics, activities that go far 123 

beyond merely stealing information.   124 

Last May, CISA, FBI, NSA, and our Five Eyes partners 125 

released a joint advisory that CCP cyber attacks were 126 

targeting U.S. critical infrastructure, including American 127 

power and utility systems, oil and gas pipelines, and rail 128 

systems, among others.  This cyber campaign, titled "Volt 129 

Typhoon," has been active since 2021.   130 

CCP hackers accessed computer systems of about two dozen 131 

critical entities including in Hawaii and in Guam.  The 132 

hackers even attempted to access the Texas electric grid.  133 

The purpose of the hacking was not to gather intelligence.  134 

The purpose was to install malware that once activated would 135 

disrupt or damage the infrastructure.   136 

You might ask why.  Very simple: to potentially harm us 137 

in a time of conflict.  PLA strategists openly talk about 138 

coordinating missile strikes with cyber attacks as part of 139 
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its offensive operations.  Former CISA Director Brandon Wales 140 

stated that, quote, "Chinese attempts to compromise critical 141 

infrastructure are to prevent the U.S. from being able to 142 

project power in Asia or to cause societal chaos inside the 143 

United States."   144 

This means targeting Americans.  This means we could 145 

suffer large-scale blackouts in major cities.  We could lose 146 

access to our cell towers and the internet.  We could lose 147 

access to clean water and fuel.  148 

So how do we respond?  First, we must be clear-eyed 149 

about the threat.  The CCP's objectives for a cyber attack 150 

are not just to impede military readiness.  They also seek to 151 

target military  --  I'm sorry  -- - civilian infrastructure 152 

to cause political, economic, and social chaos; in the PLA's 153 

own words, quote, "shake the enemy's will to war." 154 

Second, we must hunt and destroy malware.  We need to 155 

discover and destroy all malicious code the CCP is attempting 156 

to hide within our networks and our critical infrastructure.  157 

In fact, less than 48 hours ago, Reuters reported that the 158 

Justice Department and the FBI were authorized to remotely 159 

disable aspects of a CCP hacking campaign underway now in 160 

order to protect our networks and devices.   161 

This is exactly the type of proactive action that we 162 

need to take, and we need to work with our partners and 163 
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allies to do the same. 164 

I look forward to hopefully learning more from the witnesses 165 

about this particular  --  this counter-campaign. 166 

Third, we must deter our adversaries.  While malicious 167 

Chinese code hasn't yet disrupted any of our networks, any 168 

cyber attack that results in physical damage or loss of life 169 

would grant the United States the inherent right to self-170 

defense.  If the CCP were to activate code that could cause 171 

harm, we need to make sure that we have the capability to 172 

respond and to respond decisively.   173 

I look forward to hearing from our witnesses today and 174 

yield the balance of my time. 175 

Chairman Gallagher.  I thank the ranking member.   176 

We are privileged to have a great panel of witnesses.  177 

The Honorable Harry Coker, Jr., is the nation's second 178 

confirmed National Cyber Director, a position which came out 179 

of our work on the Cyberspace Solarium Commission; 180 

Christopher Wray is obviously the Director of the FBI; Jen 181 

Easterly is the Director of the Cybersecurity and 182 

Infrastructure Security Agency; and General Paul Nakasone is 183 

Commander of the United States Cyber Command and Director of 184 

the National Security Agency. 185 

I too want to thank you, General Nakasone.  I don't want 186 

to play favorites on the panel, but when I called you to try 187 
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and convince you to do this, I felt a little guilty because 188 

you're doing your change of command today.  But the fact that 189 

you were willing to do this, I think, is the ultimate 190 

testament, more than any of the awards you are wearing on 191 

your uniform today, just to the type of public servant that 192 

you are that you would be willing to do this.   193 

Whether you are redeploying or changing command, usually 194 

you kind of drop your pack with about a week to go.  You took 195 

a massive new rock in your pack because you felt so 196 

passionate about this issue.   197 

My experience working with you as Chairman of the 198 

Cyberspace Solarium Commission, you were always forthcoming 199 

and generous with your time, so I just want, at the outset of 200 

this hearing, to thank you for an exceptional career of 201 

public service.  The nation owes you a great debt of 202 

gratitude. 203 

[Applause.] 204 

Chairman Gallagher.  We can stand for that. 205 

That was me lulling you into a false sense of security 206 

before the questioning begins. 207 

[Laughter.] 208 

Chairman Gallagher.  With that, I want to ask the 209 

witnesses to stand and raise your right hand.  I will swear 210 

you in. 211 
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[Witnesses sworn.] 212 

Chairman Gallagher.  You may be seated. 213 

Let the record show that the witnesses have answered in 214 

the affirmative.   215 

Thank you all.  With thanks to the National Cyber 216 

Director, Director Wray will begin with his opening remarks, 217 

which I believe will include a major announcement.   218 

So, Mr. Wray, you may proceed. 219 
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STATEMENT OF HARRY COKER, JR., DIRECTOR, OFFICE OF THE 220 

NATIONAL CYBER DIRECTOR; CHRISTOPHER WRAY, DIRECTOR, FEDERAL 221 

BUREAU OF INVESTIGATIONS; JEN EASTERLY, DIRECTOR, 222 

CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY; AND GENERAL 223 

PAUL NAKASONE, COMMANDER, UNITED STATES CYBER COMMAND 224 

 225 

STATEMENT OF CHRISTOPHER WRAY 226 

Mr. Wray.  Thank you, Chairman Gallagher, Ranking Member 227 

Krishnamoorthi, and to the members of the select committee 228 

for inviting me here to testify today, to discuss the FBI's 229 

ongoing efforts to protect our nation from actions taken by 230 

the Chinese government that threaten Americans' safety and 231 

prosperity. 232 

Before I go on, I do want to make very clear that my 233 

comments today are not about the Chinese people and certainly 234 

not about Chinese-Americans, who contribute much to our 235 

country and are, frankly, often the victims of Chinese 236 

Communist Party aggression themselves.  Rather, when I talk 237 

about the threat posed by China, I mean the government of 238 

China, in particular led by the CCP.   The CCP's dangerous 239 

actions, China's multipronged assault on our national and 240 

economic security, make it the defining threat of your 241 

generation. 242 

Now, when I described the CCP as a threat to Americans' 243 
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safety a moment ago, I meant that quite literally.  There has 244 

been far too little public focus on the fact that PRC hackers 245 

are targeting our critical infrastructure, our water 246 

treatment plants, our electrical grid, our oil and natural 247 

gas pipelines, our transportation systems.  And the risk that 248 

poses to every American requires our attention now.  China's 249 

hackers are positioning on American infrastructure in 250 

preparation to wreak havoc and cause real-world harm to 251 

American citizens and communities, if and when China decides 252 

the time has come to strike. 253 

They're not focused just on political and military 254 

targets.  We can see from where they position themselves 255 

across civilian infrastructure that low blows aren't just a 256 

possibility in the event of conflict.  Low blows against 257 

civilians are part of China's plan.   258 

But the PRC's cyber onslaught goes way beyond pre-259 

positioning for future conflict.  Today, literally every day, 260 

they're actively attacking our economic security, engaging in 261 

wholesale theft of our innovation and our personal and 262 

corporate data.   263 

Nor is cyber the only PRC threat we face.  The PRC cyber 264 

threat is made vastly more dangerous by the way they knit 265 

cyber into a whole-of-government campaign against us.  They 266 

recruit human sources to target our businesses, using 267 
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insiders to steal the same kinds of innovation and data that 268 

their hackers are targeting, while also engaging in corporate 269 

deception, hiding Beijing's hand in transactions, joint 270 

ventures, and investments to do the same.  And they don't 271 

just hit our security and economy.  They target our freedoms, 272 

reaching inside our borders across America to silence, 273 

coerce, and threaten some of our citizens and residents.   274 

But I can assure you the FBI is laser-focused on the 275 

threat posed by Beijing.  We've got cyber, 276 

counterintelligence, criminal and WMD experts, just to name a 277 

few, defending against it.  And we're working in partnership: 278 

partnership with the private sector, partnership with our 279 

allies abroad, and partnership at all levels of the U.S. 280 

Government, especially the NSA, Cyber Command, CISA, and 281 

ONCD, whose leaders I'm honored to be here with today. 282 

In fact, just this morning, we announced an operation 283 

where we and our partners identified hundreds of routers that 284 

had been taken over by the PRC's state-sponsored hacking 285 

group known as Volt Typhoon.  The Volt Typhoon malware 286 

enabled China to hide, among other things, pre-operational 287 

reconnaissance and network exploitation against critical 288 

infrastructure like our communications, energy, 289 

transportation, and water sectors; steps China was taking, in 290 

other words, to find and prepare to destroy or degrade the 291 
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civilian critical infrastructure that keeps us safe and 292 

prosperous.   293 

And let's be clear: cyber threats to our critical 294 

infrastructure represent real-world threats to our physical 295 

safety, so working with our partners, the FBI ran a court-296 

authorized on-network operation to shut down Volt Typhoon and 297 

the access it enabled.  Now, this operation was an important 298 

step, but there's a whole lot more to do, and we need your 299 

help to do it.   300 

To quantify what we're up against, the PRC has a bigger 301 

hacking program than that of every major nation combined.  In 302 

fact, if you took every single one of the FBI's cyber agents 303 

and intelligence analysts and focused them exclusively on the 304 

China threat, China's hackers would still outnumber FBI cyber 305 

personnel by at least 50 to one.   306 

So as we sit here while important budget discussions are 307 

underway, I will note that this is a time to be keeping ahead 308 

of the threat by investing in our capabilities rather than 309 

cutting them.  We need to ensure that we sustain and build on 310 

the gains that we've made that have enabled us to take 311 

actions like the Volt Typhoon operation I just mentioned.   312 

The budgets that emerge from discussions underway now 313 

will dictate what kind of resources we have ready in 2027, a 314 

year that, as this committee knows all too well, the CCP has 315 
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circled on its calendar.  And that year will be on us before 316 

you know it.  As I've described, the PRC is already today 317 

putting their pieces in place. 318 

I do not want those watching today to think we can't 319 

protect ourselves, but I do want the American people to know 320 

that we cannot afford to sleep on this danger.  As a 321 

government and a society, we've got to remain vigilant and 322 

actively defend against the threat that Beijing poses.  323 

Otherwise, China has shown it will make us pay.   324 

Thank you, and I look forward to today's discussion. 325 

[The statement of Mr. Wray follows:] 326 

 327 

**********COMMITTEE INSERT********** 328 
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Chairman Gallagher.  Thank you, sir. 329 

Director Coker, you are recognized for your opening 330 

statement. 331 
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STATEMENT OF HARRY COKER, JR. 332 

 333 

Mr. Coker.  Chairman Gallagher, Ranking Member 334 

Krishnamoorthi, and distinguished members of the Select 335 

Committee, thank you for the opportunity to testify. 336 

I have been honored to lead the Office of the National 337 

Cyber Director, ONCD, in the White House for a little over a 338 

month now, and I am grateful to Congress and your leadership, 339 

Mr. Chairman, for creating this office.  And Mr. Ranking 340 

Member, I appreciated our conversation yesterday and your 341 

abiding interest in our workforce challenges. 342 

ONCD was established by Congress to advise the President 343 

on cybersecurity policy and strategy.  In particular, we 344 

coordinate many important agencies with cyber missions across 345 

the government to ensure federal coherence on cybersecurity 346 

policy.  We have budgetary responsibilities to ensure that 347 

government is making appropriate investments in cyber defense 348 

and resilience, and we focus on implementation and ensuring 349 

the President's strategy is successfully and transparently 350 

executed. 351 

Coordination and collaboration are central to our ethos.  352 

Cybersecurity remains a team effort, and I am proud to be 353 

testifying with some of our nation's finest leaders: Director 354 

Easterly, Director Wray, and General Nakasone. 355 
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This hearing is timely because the American public needs 356 

to be aware of the threat to our critical infrastructure.  357 

Our intelligence community has noted that a PRC threat actor 358 

is pre-positioning to, in the event of conflict, conduct 359 

disruptive and potentially destructive attacks.   360 

The PRC threat actor, Volt Typhoon, as it has been named 361 

by a private sector partner, has conducted cyber operations 362 

focused not on financial gain or espionage, but on deploying 363 

deep access into critical infrastructure systems that put 364 

those systems at risk. Their aim is clear: in the early 365 

stages of a conflict, they want to disrupt our military's 366 

ability to mobilize and to impact the systems that allow us 367 

to thrive in our increasingly-digital world.   368 

We can, must, and importantly, are seizing the 369 

initiative from adversaries in order to protect and defend 370 

the American people.  Last year, President Biden issued the 371 

National Cybersecurity Strategy, which outlines a bold vision 372 

for a prosperous connected future and calls for us to build a 373 

future that has a foundation of deep and enduring 374 

collaboration among stakeholders in the digital ecosystem.  375 

The National Cybersecurity Strategy is threat-agnostic, 376 

technology-agnostic, and is built on two fundamental shifts:  377 

that we must, one, re-balance the responsibility to defend 378 

cyberspace, and two, realign incentives to favor long-term 379 



 19 

 

 

  
 
 
 

investments. 380 

Today, end users of technology, the individuals, small 381 

businesses, and critical infrastructure entities that make up 382 

constituencies in your districts, bear too much 383 

responsibility for keeping our nation secure.  We must demand 384 

more from the most capable actors in cyberspace, including 385 

the government, and we must build future systems to be more 386 

inherently defensible and resilient.  This means that market 387 

forces and public programs alike must reward security and 388 

resilience.  This leads directly to the first pillar of the 389 

strategy, which is simple in concept but daunting in scope: 390 

defend infrastructure.   391 

As we can see from PRC targeting, critical 392 

infrastructure systems are on the terrain on which our 393 

adversaries wish to engage us, and critical infrastructure 394 

owners and operators, the majority of whom are private 395 

entities, not governments, are on the front lines.  Part of 396 

our success, then, will come from scaling public-private 397 

partnership and collaboration.   398 

Beyond scaling these collaborative mechanisms and 399 

setting clear harmonized cybersecurity requirements, the 400 

government must also be a good partner when an incident has 401 

occurred and federal assistance is required.   402 

And even as we shore up our defense, we must also look 403 
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to change the dynamics in cyberspace to favor defenders.  404 

That means, for example, addressing the open research problem 405 

of software measurability that makes it difficult to 406 

understand the quality of code we use, a topic that ONCD is 407 

working to elevate. 408 

We are also working to address the over half a million 409 

open jobs in cyber fields.  It is vital that we invest in 410 

workforce programs to improve the pipeline of talent, expand 411 

opportunities for all citizens to learn digital skills, and 412 

open these good-paying jobs and careers to all segments of 413 

society, including those who have never seen themselves in 414 

cyber.  This administration is tackling this through 415 

implementation of the National Cyber Workforce and Education 416 

Strategy, released by ONCD in July.   417 

The administration's focus on cybersecurity has put us 418 

on a firm strategic footing to counter the threats from the 419 

PRC actors and others, but we will only size the initiative 420 

by leveraging the foundational partners that we rely on, 421 

including Congress. 422 

Ultimately, cybersecurity requires a unity of effort.  423 

No one entity can achieve our shared goals alone.  Sitting 424 

here today with our close partners, I hope you'll see how our 425 

U.S. team is enhanced by thoughtful, patriotic cyber 426 

practitioners at all levels of government and from across 427 
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industry, working together to build a defensible, resilient 428 

digital ecosystem. 429 

Again, I thank you for the opportunity to testify today, 430 

and I look forward to your questions. 431 

[The statement of Mr. Coker follows:] 432 

 433 

**********COMMITTEE INSERT********** 434 
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Chairman Gallagher.  Thank you, sir. 435 

Director Easterly, you are recognized for your opening 436 

statement. 437 
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STATEMENT OF JEN EASTERLY 438 

 439 

Ms. Easterly.  Chairman Gallagher, Ranking Member 440 

Krishnamoorthi, members of the Committee, thank you for the 441 

opportunity to testify on CISA's efforts to protect the 442 

nation from the preeminent cyber threat from the People's 443 

Republic of China. 444 

As America's civilian cyber defense agency and the 445 

national coordinator for critical infrastructure resilience 446 

and security, we have long been focused on the cyber threat 447 

from China.  But as you've heard, in recent years, we have 448 

seen a deeply concerning evolution in Chinese targeting of 449 

U.S. critical infrastructure.   450 

In particular, we've seen Chinese cyber actors, 451 

including those known as Volt Typhoon, burrowing deep into 452 

our critical infrastructure to enable destructive attacks in 453 

the event of a major crisis or conflict.  This is a world 454 

where a major crisis halfway across the planet could well 455 

endanger the lives of Americans here at home through the 456 

disruption of our pipelines, the severing of our 457 

telecommunications, the pollution of our water facilities, 458 

the crippling of our transportation modes, all to ensure that 459 

they can incite societal panic and chaos and to deter our 460 

ability to marshal military might and civilian will. 461 
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Now, the threat is not theoretical.  Leveraging 462 

information from our government and industry partners, CISA 463 

teams have found and eradicated Chinese intrusions in 464 

multiple critical infrastructure sectors, including aviation, 465 

water, energy, transportation.  Now, based on this 466 

information, this is likely just the tip of the iceberg, so 467 

we are working aggressively with our partners in industry and 468 

across the U.S. Government to take action now, knowing that 469 

this threat is real and this threat is urgent. 470 

First, through authorities from the Congress based on a 471 

recommendation from the Cyberspace Solarium Commission, we 472 

are using our Joint Cyber Defense Collaborative, or JCDC, to 473 

catalyze robust operational collaboration with industry and 474 

government to enable us to uncover additional Chinese 475 

malicious activity and to develop ways to more rapidly detect 476 

it.   477 

We are also using our free services and resources and 478 

providing intelligence to critical infrastructure owners and 479 

operators across the country so that they can detect and 480 

prevent Chinese malicious activity.  And we're using our now-481 

hundreds of subject matter experts and advisors across the 482 

nation to work directly with businesses to help them improve 483 

the security and resilience of the critical services that 484 

Americans rely on every hour of every day. 485 
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The reality is, however, eradicating Chinese intrusions, 486 

bolstering resilience, and even some of the great disruptive 487 

work the director talked about  --  it's all necessary, but 488 

it's not sufficient.  The truth is the Chinese cyber actors 489 

have taken advantage of very basic flaws in our technology.  490 

We've made it easy on them.   491 

Unfortunately, the technology underpinning our critical 492 

infrastructure is inherently insecure because of decades of 493 

software developers not being held liable for defective 494 

technology.  That has led to incentives where features and 495 

speed to market have been prioritized against security, 496 

leaving our nation vulnerable to cyber invasion.   497 

That has to stop.  Technology manufacturers must ensure 498 

that China and other cyber actors cannot exploit the 499 

weaknesses in our technology to saunter through the open 500 

doors of our critical infrastructure to destroy it.  It has 501 

to change. 502 

We are at a critical juncture for our national security.  503 

Today's hearing should serve as an urgent call to action.  504 

Specifically, every victim of a cyber incident should report 505 

it to CISA or FBI every time, knowing that a threat to one is 506 

a threat to all and cybersecurity is national security.   507 

Every critical infrastructure entity should establish a 508 

relationship with their local CISA team and take advantage of 509 
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our free services, including vulnerability scanning, to 510 

ensure they can identify and prevent the vulnerabilities that 511 

the Chinese cyber actors are using.  Every critical 512 

infrastructure entity should use these services and CISA's 513 

cybersecurity performance goals, as well as the advisories 514 

that we've published with NSA and FBI and international 515 

partners, to do the necessary investments in cyber hygiene to 516 

ensure that they can protect their networks, including 517 

throughout their supply chains.   518 

Every critical infrastructure entity needs to double 519 

down on resilience.  Businesses need to prepare for and 520 

expect an attack, and test and prepare for and exercise their 521 

critical systems, so they can continue to operate through a 522 

disruption and recover rapidly to provide services to the 523 

American people. 524 

Finally, every technology manufacturer must build, test, 525 

and deploy technology that is secure by design.  We have to 526 

drive towards a future where cyber actors cannot take 527 

advantage of technology defects to break into our critical 528 

infrastructure.  This is a future underpinned by a software 529 

liability regime based on a measurable standard of care and 530 

safe haven for those software developers who do responsibly 531 

innovate by prioritizing security first. 532 

Now, none of this possible unless every CEO, every 533 
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business leader, every board member for a critical 534 

infrastructure company, recognizes that cyber risk is 535 

business risk, and managing it is a matter of both good 536 

governance and fundamental national security.   537 

Thank you for the opportunity.  I look forward to your 538 

questions. 539 

[The statement of Ms. Easterly follows:] 540 

 541 

**********COMMITTEE INSERT********** 542 
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Chairman Gallagher.  Thank you very much. 543 

General Nakasone, you are recognized. 544 
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STATEMENT OF PAUL NAKASONE 545 

 546 

General Nakasone.  Chairman Gallagher, Ranking Member 547 

Krishnamoorthi, members of the Select Committee, I'm honored 548 

to represent the men and women of U.S. Cyber Command and the 549 

National Security Agency as my time as the commander and 550 

director draws to a close.  Thank you for this opportunity to 551 

reflect on the considerable changes I've witnessed in the 552 

technological and operational environments over my near six-553 

year tenure and to hear your concerns. 554 

The People's Republic of China poses challenges unlike 555 

any our nation and allies have ever faced competing fiercely 556 

in the information domain.  PRC cyber actors are pre-557 

positioning in our U.S. critical infrastructure, and it is 558 

not acceptable.   559 

Defending against this activity is our top priority.  560 

The men and women of U.S. Cyber Command and the National 561 

Security Agency continue to maintain our strategic advantage 562 

by contesting the threats posed by the PRC in cyberspace by 563 

using the full scope of our authorities and the full spectrum 564 

of our capabilities to impose costs, deny benefits, and 565 

encourage restraint on the part of our adversary.  We will 566 

continue to strengthen partnerships across the U.S. 567 

Government, foreign partners, and private industry so that we 568 
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may operate anywhere we are needed.  We are ready and 569 

postured to contest PRC malicious activities at home and 570 

abroad.   571 

While cyberspace threats have increased, our force to 572 

counter these threats are stronger and more capable.  U.S. 573 

Cyber Command and the National Security Agency are using our 574 

capabilities and partnerships to deny the PRC opportunities, 575 

frustrate their strategic efforts, and systematically 576 

eradicate intrusions.   577 

One significant contribution in our ability to counter 578 

these threats is our relationship with the private sector.  579 

U.S. Cyber Command and the National Security Agency 580 

partnerships with industries have underpinned the U.S. 581 

Government's ability to track, detect, and mitigate the PRC's 582 

activity against U.S. infrastructure at scale. 583 

One example of the impact of these strong relationships 584 

was demonstrated in May of 2023 with the Cybersecurity 585 

Advisory, which was the first documented PRC activity against 586 

U.S. critical infrastructure, referred to publicly as Volt 587 

Typhoon.  For the first time ever, 11 different industry 588 

partners co-sealed the NSA advisory, along with our 589 

interagency partners.  Additionally, other industry partners 590 

contributed behind the scenes in partnership with our 591 

Cybersecurity Collaboration Center.   592 
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Lastly, I would like to reiterate my appreciation for 593 

the opportunity to speak with you this afternoon and 594 

recognize the committee's continued efforts to bring 595 

attention to this critically important issue which impacts 596 

our national security and the lives and livelihoods of the 597 

American people.  I look forward to our conversation. 598 

[The statement of General Nakasone follows:] 599 

 600 

**********COMMITTEE INSERT********** 601 
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Chairman Gallagher.  Thank you, sir. 602 

Director Easterly, your opening statement, both written 603 

and spoken  --  I commend the written statement as well  --  604 

really kind of teases out the troubling implications of an 605 

attack on our critical infrastructure.  I read it, and I am 606 

sort of left with the implication that China is pursuing a 607 

strategy designed to either hold us hostage in the event of 608 

an international event, such that we would be afraid to 609 

respond, or to actually cause casualties on the homeland.   610 

Is that an accurate assessment that I could take from 611 

your testimony? 612 

Ms. Easterly.  Absolutely.  So as I mentioned, as I 613 

alluded to, it is Chinese military doctrine to attempt to 614 

induce societal panic in their adversary.   615 

And arguably, the Chinese government got a little bit of 616 

a taste of this in the aftermath of the ransomware attack on 617 

Colonial Pipeline, May of 2021, that shut down gas to the 618 

Eastern Seaboard for several days.  Americans couldn't get to 619 

work.  They couldn't take their kids to school, get folks to 620 

the hospital.  It caused a bit of panic.   621 

Now, imagine that on a massive scale.  Imagine not one 622 

pipeline, but many pipelines disrupted, telecommunications 623 

going down so people can't use their cell phone.  People 624 

start getting sick from polluted water.  Trains get derailed.  625 
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Air traffic control system, port control systems are 626 

malfunctioning.  This is truly an everything, everywhere, all 627 

at once scenario.  And it's one where the Chinese government 628 

believes that it will likely crush American will for the U.S. 629 

to defend Taiwan in the event of a major conflict there. 630 

Now, this is also a scenario that we can and indeed must 631 

prevent through both the robust practices that I mentioned in 632 

my statement, which amounts to deterrence by denial and 633 

resilience, but also through the deterrence and escalation of 634 

punishment; a credible threat; and then, perhaps most 635 

importantly, through American strength and unity and the 636 

power of our values. 637 

Chairman Gallagher.  And General Nakasone, what would  -638 

-  if you have to assume their critical infrastructure in 639 

Guam and other territories in the Pacific, what would an 640 

attack on that critical infrastructure mean for our ability 641 

to respond in the event of a crisis? 642 

General Nakasone.  It could have a very significant 643 

impact on what we need to do to provide a series of different 644 

options that our commander in the Indo-Pacific region would 645 

want to respond with.  Communications, an ability to be able 646 

to leverage our most lethal weapon systems, these are all 647 

areas that we would rely on. 648 

Chairman Gallagher.  And Director Wray, remind me again 649 
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of the  --  I thought it was stunning in your opening 650 

statement that if you focused all of the FBI's cyber 651 

professionals on the China threat, we would still be at what 652 

sort of disadvantage with respect to the humans in China that 653 

are focusing on America? 654 

Mr. Wray.  We would be at a disadvantage of at least 50 655 

to one. 656 

Chairman Gallagher.  Fifty to one?   657 

Mr. Wray.  And part of the reason I say at least is 658 

because one of the things we've also seen from the Chinese 659 

government, which has devoted massive resources to the 660 

biggest hacking program in the world by a mile, is that they 661 

also work with cyber criminals  --  662 

Chairman Gallagher.  Yes. 663 

Mr. Wray.   --  which is then a whole force multiplier 664 

to that already significant enterprise. 665 

Chairman Gallagher.  Roughly how many people or 666 

percentage of resources are devoted to China, would you say? 667 

Mr. Wray.  Of our resources? 668 

Chairman Gallagher.  Yes. 669 

Mr. Wray.  I mean, it is the biggest chunk of our 670 

counterintelligence program by far, and probably the biggest 671 

chunk of our cyber program by far.   672 

And then, of course, we have other divisions like our 673 
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weapons of mass destruction folks, who are the ones who did 674 

the work on COVID origins, for example, for the FBI.  We have 675 

criminal folks, criminal investigation folks, working on sort 676 

of the fentanyl part  --  which, of course, much of that is 677 

coming from precursors in China.  So it's really a threat 678 

that pervades and permeates almost all of our programs. 679 

Chairman Gallagher.  And you have previously testified 680 

when it comes to TikTok that it screams of national security 681 

concerns.  Why?  What is the risk posed by TikTok, in your 682 

opinion? 683 

Mr. Wray.  Well, the most important starting point is 684 

the role of the Chinese government.  The app's parent company 685 

is effectively beholden to the Chinese government, and that 686 

is what, in turn, creates a series of national security 687 

concerns in the PRC government's ability to leverage that 688 

access or that authority.   689 

So, first, the data gives them the ability to control 690 

data collection on millions of users which, could be used for 691 

all sorts of intelligence operations or influence operations. 692 

Second, the recommendation algorithm, which could be 693 

used for all sorts of influence operations or to sow 694 

divisiveness, discord.  And again, that's something that we 695 

wouldn't readily detect, which makes it even more of a 696 

pernicious threat.  And AI of course enhances all of that.  697 
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Their ability to collect U.S. person data and feed it into 698 

those influence operations makes it exponentially dangerous 699 

to Americans. 700 

And third and finally, it gives them the ability, should 701 

they so choose, to control the software on millions of 702 

devices, which means the opportunity to technically 703 

compromise millions of devices.  As you put all those things 704 

together, it is a threat that I think is very, very 705 

significant.   706 

And again, it all starts back with the starting point, 707 

which is the Chinese government itself, and their role, and 708 

their ability to control these different aspects of it. 709 

Chairman Gallagher.  Thank you.  My time is expired.  I 710 

am excited to recognize the ranking member because his game, 711 

his questioning game and improv game, improves with every 712 

hearing.  So  --  and as they say, game respects game.   713 

The ranking member is recognized. 714 

Mr. Krishnamoorthi.  Thank you, Mr. Chair. 715 

First, I want to discuss the impact of cyber attacks, 716 

real world cyber attacks that are happening today in Ukraine 717 

at the behest of Russia.  718 

Recently, the Russians cut off internet access for tens 719 

of millions of Ukrainians in one cyber attack alone.  And 720 

they then cut off power for hundreds of thousands of 721 
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Ukrainians in a separate cyber attack.   722 

And so I have a question for General Nakasone.  We 723 

actually depict this here.  It could look something like 724 

this.  In a conflict situation, the CCP could aim to attack 725 

American infrastructure the same way that the Russians are 726 

attacking Ukraine, right? 727 

General Nakasone.  That's correct. 728 

Mr. Krishnamoorthi.  Let me turn to a potential real 729 

cyber attack by the CCP.   730 

General Nakasone, so far we have discovered CCP malware 731 

in certain critical infrastructure, but they haven't been 732 

activated yet.  In the event that this malware were 733 

activated, you would be able to attribute it back to the CCP 734 

just like you did with Volt Typhoon, right? 735 

General Nakasone.  We are very good at attributing.  736 

That's correct. 737 

Mr. Krishnamoorthi.  Now, General Nakasone, in 2018, you 738 

were at the Aspen Security Forum.  And here is a picture of 739 

you five years ago.  And you said this, which really caught 740 

my eye.  It said, "If a nation-state decided to attack our 741 

critical infrastructure, that's above the threshold of war."  742 

Isn't that what you said? 743 

General Nakasone.  So I do recall appearing there, and 744 

from that quote, yes.  And I probably would have said it 745 
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differently today, Ranking Member. 746 

Mr. Krishnamoorthi.  And then the next part of that 747 

quotation also caught my eye.  You continued by saying, "and 748 

we would certainly respond."  In your written statement, you 749 

talk about imposing costs on potential adversaries, so I just 750 

want you to say very clearly here CYBERCOM indeed has the 751 

capability to respond decisively. 752 

General Nakasone.  It does, and this is a really 753 

important point.  We cannot be episodic in looking at this 754 

threat.  We need to be persistently engaged every single day 755 

with a series of different capabilities working with a series 756 

of different partners to both enable and act.  757 

What we have done over the past five years is been able 758 

to look at imposing costs in a much broader fashion.  Whether 759 

or not it's publishing in an unclassified manner what the 760 

adversary is doing, whether or not it's working with the 761 

Bureau, whether or not it's being able to work closely with 762 

Justice and Treasury, this is the idea of consistently being 763 

able to persistently be engaged with your adversary. 764 

Mr. Krishnamoorthi.  I just want to send a message to 765 

anybody who is paying attention here, whether it is the CCP 766 

or anyone else who would intend to put malware into our 767 

critical infrastructure.  First, we will attribute it back to 768 

you if it is activated.  Secondly, that could be an act of 769 
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war.  And third, we will respond decisively. 770 

Let me move to another topic.  And I would like to touch 771 

on TikTok as well, Director Wray. 772 

The TikTok CEO came to Capitol Hill and said a couple 773 

things that I would like to get your response on.  One is he 774 

said that our data privacy concerns with regard to TikTok are 775 

not unique compared to other companies like Facebook and X, 776 

or otherwise known as Twitter.   777 

I personally agree that other social media apps have 778 

various data privacy concerns, but the key difference is 779 

that, unlike TikTok, they are not owned by a company beholden 780 

to the CCP, and I just want to get your reaction to that.   781 

I presume that you agree that TikTok is unique in the 782 

sense that it is owned by a company beholden to the CCP? 783 

Mr. Wray.  Well, it's certainly unique by  --  compared 784 

to Western companies, which are by their very nature not 785 

beholden to Western governments.  And what makes TikTok so 786 

challenging is  --  and therefore so risky from a national 787 

security perspective, is that we're talking about a 788 

government in the Chinese government that has over and over 789 

and over again demonstrated contempt for the rule of law and 790 

international norms.   791 

And lines that we consider very important in the U.S. 792 

and in the West between the private sector and the 793 
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government, those are lines that are at best blurry, if not 794 

non-existent --  795 

Mr. Krishnamoorthi.  Non-existent.  Yes. 796 

Mr. Wray.   -- in the Chinese system. 797 

Mr. Krishnamoorthi.  Director Wray, I want to ask you 798 

about the news that you broke during your testimony.  Thank 799 

you for your proactive action with regard to disrupting  --  800 

remotely disabling this Volt Typhoon campaign.  A couple 801 

questions.   802 

One is, in this year of elections, obviously Wang Yi, 803 

the foreign minister, recently told Jake Sullivan, assured 804 

him that the CCP is not going to interfere with our elections 805 

this year.  How do we prevent that from happening? 806 

Mr. Wray.  Well, China's promised a lot of things over 807 

the years, so I would  --  I guess I'll believe when I see 808 

it.  It would be the starting point. 809 

Second, we work very hard across the interagency  --  810 

all the agencies you see represented here, plus a whole host 811 

of other partners, to try to anticipate and prevent any 812 

efforts to interfere in our elections.  And there have been 813 

enormous strides made over the years, not just amongst all 814 

three of our agencies, but between our agencies and state and 815 

local election officials, secretaries of state, et cetera, to 816 

try to prevent cyber interference, for example, in our 817 
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electoral system.  818 

Then there's, of course, also the pervasive problem of 819 

malign foreign influence in terms of disinformation campaigns 820 

and things like that.  And there, again, we have to work with 821 

the private sector and not just the interagency.   822 

But all that has to be combined with the public's role 823 

in being a more discerning and media-literate populace 824 

because they have a role to play here, too. 825 

Mr. Krishnamoorthi.  Sorry.  One last  --  the routers 826 

you talked about, how many states were they located in? 827 

Mr. Wray.  I don't have the number of states with me.  I 828 

know that it was hundreds of routers, and it is a good 829 

example of the point that Director Easterly was making in her 830 

opening statement.   831 

These small office/home office routers were very 832 

outdated, which made them easy targets for the Chinese 833 

government, and these small office/home office routers were 834 

not themselves the intended targets.  The targets, of course, 835 

were our critical infrastructure.  But what the Chinese were 836 

doing were using these easy targets to hide and obfuscate 837 

their role in the hacking of our critical infrastructure.   838 

And so that's why the point that was made about making 839 

sure that we're not creating an easier attack surface for 840 

them is so important. 841 
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Chairman Gallagher.  Mr. Wittman? 842 

Mr. Wittman.  Thank you, Mr. Chairman.   843 

I would like to thank our witnesses for joining us 844 

today.  Thanks again for your service.   845 

General Nakasone, thanks so much for your 37 years of 846 

service to our nation.  I would like to begin with you.   847 

There are some that would assert that other nations 848 

conduct cyber operations.  Some of those things could have 849 

consequences on entities like hospitals, and water systems, 850 

and power grids, and other civilian targets. 851 

What makes the PRC activities, like embedding latent 852 

malware into systems  --  what makes it unique in relation to 853 

other responsible cyber actors? 854 

General Nakasone.  Responsible cyber actors of 855 

democracies like our own do not target the civilian 856 

infrastructure.  There is no reason for them to be in our 857 

water.  There's no reason for them to be in our power.  This 858 

is a decision by an actor to actually focus on civilian 859 

targets.  That's not what we do. 860 

Mr. Wittman.  Let me ask this, too.  The Ranking Member 861 

talked about attribution, determining exactly who was behind 862 

the cyber attacks, and then making sure that they are 863 

repercussions for those actions.   864 

I would argue, too, it is not just about us playing 865 



 43 

 

 

  
 
 
 

defense, because we will never get out in front of the 866 

insidiousness that happens with cyber attacks and those folks 867 

that dream up ways to attack our system.  But one thing that 868 

we can do very effectively is have a very robust offensive 869 

capability as a deterrent so that folks understand, like 870 

China, that if there is a cyber attack on this nation that 871 

goes after our critical infrastructure, that what will be 872 

coming back their way will be orders of magnitude greater. 873 

First of all, do we have the capability to do that?  And 874 

if so, do we communicate that in various ways so that China 875 

knows what the consequences will be if they take such an 876 

action? 877 

General Nakasone.  We do have the capability, and we're 878 

very, very good.  The best. 879 

And in terms of the way that we communicate it, we 880 

communicate in many different ways, from our policy makers 881 

who have these discussions, to the exercises that we conduct, 882 

to the real-world examples that we do with a series of 883 

different partners.   884 

The other thing that I would tell you is that  --  first 885 

off, is that we have discovered what they're doing and we 886 

have exposed it.   887 

Secondly, the partnerships that exist here between our 888 

agencies and our commands is something that concerns that 889 
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Chinese.   890 

And finally, it's the work with the private sector that 891 

gives us scale. 892 

Mr. Wittman.  Yes. 893 

General Nakasone.  They may have 50 to one, but when we 894 

have the private sector, we outnumber them. 895 

Mr. Wittman.  General Nakasone, I am also very concerned 896 

about the CCP pre-positioning within our critical 897 

infrastructure, like oil and gas pipelines.  Give me a reason 898 

why someone would preposition in those critical 899 

infrastructure.  And what conclusions should we reach, as 900 

Congress and the American people, from these reports? 901 

General Nakasone.  As Director Easterly talked about, 902 

this is an attempt to provide the Chinese options in crisis 903 

or conflict.  When we have discovered them in these critical 904 

infrastructures, the first thing that we need to do is to 905 

make sure that we get them out, and the second thing is that 906 

we need to have a vigilance that continues onward.   907 

This is not an episodic threat that we're going to face.  908 

This is persistent.  This is the generational piece that 909 

Director Wray talked to.  We have to operate every day.  We 910 

have to have a vigilance.  We have to have offensive and 911 

defensive capabilities. 912 

Mr. Wittman.  Director Easterly, you talked about 913 
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holding software companies liable for the software that they 914 

have written for a variety of different sources, especially 915 

the electric grid.  Give me your perspective on how we would 916 

most effectively do that.   917 

How could we do that in a timely way?  How can we make 918 

sure that it is done in two ways: to make sure that any 919 

future software that is written is held liable for its 920 

vulnerabilities, and how do we retroactively then address 921 

software that is already there that exposes those 922 

liabilities? 923 

Ms. Easterly.  Yes, thank you for the question.  As you 924 

pointed out, this is both a current problem and a legacy 925 

issue. 926 

Mr. Wittman.  Yes. 927 

Ms. Easterly.  What is critical is that we start now to 928 

develop a regime  --  and this was part of the National Cyber 929 

Strategy  --  that can actually hold software makers liable 930 

for creating defective technology.  Because frankly, I 931 

believe if we had something like that and that was put in 932 

place at the dawn of the internet and when software was 933 

developed  --  934 

Mr. Wittman.  Yes. 935 

Ms. Easterly.   --  we would not be in a world where the 936 

internet is full of malware and software is rife with 937 
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vulnerabilities.   938 

So we need a software liability regime that's based on a 939 

measurable standard of care, but also safe harbor for those 940 

software developers who do responsibly innovate by 941 

prioritizing security, not speed to market, not cool 942 

features.  So that's really important and a place where 943 

Congress could be incredibly helpful. 944 

We also have been working directly with industry.  As 945 

General Nakasone pointed out, the force multiplier of having 946 

their presence in all of these discussions, industry, to put 947 

a priority on secure-by-design software as well as 948 

international partners. 949 

The last thing that I'd say is we need to ensure that 950 

individual consumers are also aware that they need to be 951 

asking for products that are secure by design and not 952 

defective.  We are making things too easy for our 953 

adversaries. 954 

Mr. Wittman.  Yes.  Thank you, Mr. Chairman.  I yield 955 

back. 956 

Chairman Gallagher.  Ms. Castor? 957 

Ms. Castor.  Thank you, Mr. Chairman. 958 

Thank you all for being here today and everything you do 959 

to keep Americans safe. 960 

Director Easterly, I understand a high percentage of 961 
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cyber attacks in the U.S. are in the energy sector.  How 962 

would you characterize the cooperation, the proactive nature 963 

of public and private entities across the energy sector? 964 

Ms. Easterly.  Yes, thanks for the question.  So as the 965 

National Coordinator for Critical Infrastructure Resilience 966 

and Security, we work with what's called sector committees, 967 

essentially that have representation from critical 968 

infrastructure owners and operators. 969 

One of the things that I found most impressive since I 970 

came into this role is that the energy sector  --  the people 971 

at that table are CEOs, and you do not see that across every 972 

sector.  And that really shows that CEOs in the energy sector 973 

understand this issue and understand the need to make 974 

significant investments in their cybersecurity and in their 975 

cyber resilience.  And so that is a very positive thing. 976 

We have catalyzed very good working relationships across 977 

the sector, and of course with the Department of Energy and 978 

CESER, which handles all of their cyber work to ensure that 979 

energy companies understand the threat  --  we did this very 980 

aggressively around the Russian invasion of Ukraine as part 981 

of our Shields Up campaign  --  but importantly, understand 982 

the steps that they need to take to reduce risk to our energy 983 

grid. 984 

Ms. Castor.  And the grid across the country is an 985 
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aging, and often, in many places, it is decrepit.   986 

And there is a lot of innovation going on.  There are a 987 

lot of new clean energy sources coming on.  There is 988 

innovation in distributed systems.  I think of, after 989 

Hurricane Ian Southwest Florida, the subdivision, the 990 

neighborhood that had a distributed system that didn't go off 991 

grid.  They had backup power.   992 

Are you thinking ahead, working with Department of 993 

Energy on how to build those more resilient systems where you 994 

are not as dependent on volatile fuel sources, you are 995 

thinking about the cyber attacks but also long-term 996 

resiliency?  How is that working, and do you have any 997 

recommendations for Congress on that? 998 

Ms. Easterly.  Yes, absolutely.  In fact, that is the 999 

key word.  We are living in a highly-digitized, highly-1000 

vulnerable, highly-connected world where, frankly, it is 1001 

impossible to prevent all bad things.  It's impossible to 1002 

prevent disruption.   1003 

So we have been working with our interagency and our 1004 

industry partners to focus on that resilience, to expect that 1005 

there will be disruption, and to be able to continue to 1006 

operate through a disruption and to recover.  And some of the 1007 

exercises that we've worked on with our industry and our 1008 

federal partners really double down on that concept.  1009 
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Incredibly important. 1010 

To the point about the aging energy grid, it sort of 1011 

goes back to Congressman Wittman's question about legacy 1012 

infrastructure.  We also have to ensure that we are investing 1013 

in building resilience into the legacy infrastructure.  It's 1014 

a difficult thing to do.   1015 

I'm encouraged that there may be some use of artificial 1016 

intelligence to help us rewrite some of the code bases, at 1017 

least in the technology world where you have very sketchy 1018 

code that is creating vulnerabilities.  We could actually 1019 

help to shore it up.   1020 

Ms. Castor.  And do you want to say anything about these 1021 

aging routers that Director Wray referred to with Volt 1022 

Typhoon, and how are they targeting Americans, and what folks 1023 

need to know? 1024 

Ms. Easterly.  Yes, thanks for the question.  So just to 1025 

help folks understand, and my team mates can weigh in as 1026 

well, when we talk about malware  --  malware has been 1027 

mentioned several times.  This is actually not a malware 1028 

issue.   1029 

And that's why the name of that cybersecurity advisory 1030 

was Living Off the Land.  What these Chinese cyber actors are 1031 

doing is essentially finding a vulnerability and then finding 1032 

ways to live within a computer's operating system.  So 1033 
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they're actually very, very hard to detect because they look 1034 

like any other person who's operating on it.  And they've 1035 

elevated their ability to act like a system administrator so 1036 

you really can't tell it's a Chinese actor.   1037 

That's essentially what they're doing on these routers 1038 

so that they can build these large, essentially, botnets for 1039 

command and control to allow them to have a launching pad on 1040 

our critical infrastructure, where they take advantage of yet 1041 

another vulnerability. 1042 

So the routers themselves may not be aging.  They just, 1043 

essentially, were created to be terribly insecure.  They 1044 

don't update their software.  They allow for very insecure 1045 

interfaces with the internet.  And I think just today, at 1046 

some point in time CISA and FBI will actually publish what we 1047 

call a secure-by-design alert specifically for the 1048 

manufacturers of routers in those small office/home office 1049 

capabilities that Director Wray talked about of the very 1050 

basic things that need to be done to shut off the Chinese 1051 

cyber actors from using these routers as launch points. 1052 

Ms. Castor.  Thank you.  I yield back. 1053 

Chairman Gallagher.  Mr. Newhouse? 1054 

Mr. Newhouse.  Thank you, Mr. Chairman. 1055 

Let me also express my thanks to each and every one of 1056 

you for your dedication to keeping our country as safe as 1057 
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possible. 1058 

As you all know, there is an election coming up this 1059 

year.  The ranking member broached the subject, but I wanted 1060 

to delve a little deeper into this notion of election 1061 

integrity. 1062 

Over the past year we  --  as a committee, we have heard 1063 

from a lot of different experts  --  it's good to see you 1064 

again, Dr. Easterly  --  on many of the emerging trends that 1065 

we have been seeing in advanced technologies that are being 1066 

used in misinformation campaigns.  We have deep fakes, AI, 1067 

all kinds of social media and algorithmic types of warfare.  1068 

Certainly, the four countries China, Russia, Iran, North 1069 

Korea keep coming up, but there is also a lot of non-state 1070 

actors that we hear about as well. 1071 

So I have got several questions, I think not directed at 1072 

any of you, but all of you, if you could  --  if we have time 1073 

to weigh in.   1074 

So given the what I would call ever-expanding nature of 1075 

advanced technologies and all of these non-state actors' 1076 

capabilities, what concerns you most about U.S. election 1077 

integrity and the possibility of future election 1078 

interference?   1079 

Importantly for us to hear also, to adapt to these kinds 1080 

of changing conditions, what policies should we consider 1081 
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amending and which programs do you rely on in particular for 1082 

resources?   1083 

The general mentioned this: should the government expand 1084 

its role in the public/private partnerships?   1085 

And all of this, how does this all occur without 1086 

infringing on the First Amendment, the right to free speech, 1087 

and also each state's constitutional free and equal elections 1088 

clause?   1089 

And then, just for listening to this hearing, what gives 1090 

you confidence and faith in our ability to ensure free and 1091 

fair elections? 1092 

So I will start with you, General Nakasone. 1093 

General Nakasone.  Let me start with the last part of 1094 

your question, Congressman, which is we've done this before, 1095 

and we've done it successfully before.  2018, 2020, 2022; all 1096 

of the agencies at this table have been working together.   1097 

This is our fourth effort in terms of election security, 1098 

and I'm very confident in terms of what we will be able to 1099 

deliver: a safe and secure election.  That's based upon the 1100 

fact that not only has our methodology gotten better, but our 1101 

partnerships have expanded.  It's not just the partners at 1102 

this table.  It's the private sector.  It's understanding 1103 

internationally where we need to be able to partner, and see 1104 

what adversaries are doing outside the United States, and do 1105 
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that very effectively. 1106 

Ms. Easterly.  It's a really important question.  Thank 1107 

you.  So CISA serves as the sector risk management agency for 1108 

election infrastructure security.  So we lead the federal 1109 

effort to support state and local election officials, who are 1110 

those on the frontline of managing, administering, and 1111 

defending election infrastructure. 1112 

I have confidence because of the enormous amount of time 1113 

that I've spent with secretaries of state, chief election 1114 

officials, state election directors who work every day to 1115 

ensure that they can effectively defend their election 1116 

infrastructure from the full range of threats, from cyber 1117 

threats, from physical threats, from operational risks, and 1118 

from foreign malign influence. 1119 

And I think what's incredibly important is for the 1120 

American people to understand the enormous amount of work 1121 

that's been done with our partners in the Federal Government, 1122 

but at the state and local level and with industry, to 1123 

improve the security and the resilience of our election 1124 

infrastructure. 1125 

One thing to note, that it's the diversity and 1126 

decentralization of our election infrastructure, because it's 1127 

managed by state, by 8,800 separate jurisdictions around the 1128 

country, that heterogeneity gives it resilience.  And there's 1129 



 54 

 

 

  
 
 
 

also enormous amounts of controls, physical, technological, 1130 

procedural, that keep that infrastructure resilient.  So the 1131 

American people should have confidence in the integrity of 1132 

our election infrastructure. 1133 

And every American, if they have any questions about it, 1134 

serve as a poll worker; serve as an observer; talk to your 1135 

local election officials, and ask them questions.  It's a 1136 

transparent process, but everybody should support their 1137 

election officials who are working hard to ensure the 1138 

integrity of our most foundational democratic process. 1139 

Mr. Newhouse.  Thank you.  Mr. Wray? 1140 

Mr. Wray.  Well, I, I would second the remarks of both 1141 

of my colleagues.  I will just add, in terms of things that 1142 

we're concerned about, you alluded to the role of deepfakes.  1143 

Obviously, AI will enhance some of the same information 1144 

warfare that we've seen from our foreign adversaries for 1145 

quite some time. 1146 

We're also concerned about the ways in which 1147 

misinformation/disinformation warfare, if you will, from a 1148 

foreign adversary and cyber attacks can work in tandem.  And 1149 

I think, for example, about the Iranians' effort in the fall 1150 

of 2020 that Director Ratcliffe and I did a public 1151 

announcement about, where you had a cyber intrusion that was 1152 

not as effective as the Iranians might have wanted others to 1153 
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think it was, but they had built sort of a disinformation 1154 

campaign on top of it.  We were able to expose it and largely 1155 

render it ineffective, working with all of our partners up 1156 

here.  But that's the kind of thing that I think we will see 1157 

more of. 1158 

So what am I confident in?  I'm confident in my 1159 

partners.  Americans can be confident in our election system, 1160 

in our democracy, but I am also mindful of the fact that our 1161 

adversaries are getting more and more sophisticated, and that 1162 

there are more and more foreign adversaries who want to get 1163 

in on this game. 1164 

Chairman Gallagher.  The gentleman's time has expired. 1165 

Mr. Moulton? 1166 

Mr. Moulton.  Thank you, Mr. Chairman. 1167 

It's easy to think of the threat -- not working?  Maybe 1168 

that would help.  Thank you, Mr. Chairman. 1169 

It's easy to think of the threat posed by the Chinese 1170 

Communist Party as something far away.  They may be carrying 1171 

out a genocidal campaign against ethnic minorities in their 1172 

own country.  They may be building more nuclear weapons more 1173 

quickly than any other country in the world.  And they may 1174 

steal secrets from our military and our private businesses 1175 

every single day. 1176 

But your testimony makes clear that what the Chinese 1177 
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Communist Party is also doing right now is positioning 1178 

themselves to change the lives of every American in ways that 1179 

we wouldn't expect every single day, to cut us off from our 1180 

water or electricity whenever they want, to take control of 1181 

our phones or our personal data, to take out the GPS system 1182 

that we rely on that helps our kids get home. 1183 

Those of us who see classified intelligence have seen 1184 

China building these capabilities for years, but most of our 1185 

critical infrastructure, our electricity and water and rail 1186 

systems, they're run by state and local governments or the 1187 

private sector.  They may not understand these threats. 1188 

So, Director Easterly, how do we in the Federal 1189 

Government ensure that these entities are protecting the 1190 

systems so vital to all of us?  How do I convince a small 1191 

town in my district like Marblehead, a town of 20,000 where I 1192 

grew up, to invest in cybersecurity to stop the Chinese 1193 

military? 1194 

I mean, I'm all for holding software makers accountable, 1195 

but if a water authority doesn't update their software for 10 1196 

years, that may be too late.  So how do we protect ourselves 1197 

today? 1198 

Ms. Easterly.  Yeah, it's a great question.  So we have 1199 

to attack it both at the software developer level, but then, 1200 

of course, at the software user level.  But as we know, many 1201 
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of these public utilities, and even smaller critical 1202 

infrastructure entities, are target-rich, but cyber-poor.  1203 

They might have two people who are focused on security, and 1204 

they're the same two people who are doing administration or 1205 

the finances for the company. 1206 

And so one of the things that we've done, with the 1207 

support of Congress, is built a very large field force of 1208 

advisors and subject matter experts to be our frontline 1209 

forces to work with all of the critical infrastructure owners 1210 

and operators, the businesses, large and small, to ensure 1211 

that they are aware of the free services that we have that 1212 

can make it easy on these entities to actually ensure their 1213 

security and resilience. 1214 

So very basic things.  You --  1215 

Mr. Moulton.  Well, I think that a lot of entities 1216 

probably don't know those exist.  And so this is a place 1217 

where we'd love to work with you on the, on the committee, to 1218 

make sure these small towns --  1219 

Ms. Easterly.  That would be fantastic.  CISA.gov, all 1220 

our free stuff. 1221 

But the other thing, just one last point, basic, basic, 1222 

basic cyber hygiene, it's not rocket science.  If they do the 1223 

basics, they can stay safe. 1224 

Mr. Moulton.  Director Wray, you explained that TikTok 1225 



 58 

 

 

  
 
 
 

is beholden to the Chinese Communist Party, which can access 1226 

users' private personal data, influence their feeds. 1227 

Earlier this month, Cloudflare reported that Taiwan 1228 

experienced a 3,000 percent increase in distributed denial-1229 

of-service cyber attacks last quarter.  Three thousand 1230 

percent, I imagine that is coincident with their election.  1231 

So the Chinese Communist Party has shown a willingness to 1232 

influence elections. 1233 

I'm heartened by the experience and competence of the 1234 

Federal Government in protecting the integrity of our 1235 

election system.  But, I mean, just to understand, if the CCP 1236 

were to want to change TikTok feeds to bias one candidate or 1237 

another in the upcoming presidential election, would they be 1238 

able to do so? 1239 

Mr. Wray.  My understanding is that, under Chinese law, 1240 

that would be something that they would be permitted to do. 1241 

Mr. Moulton.  And we already know they influence Chinese 1242 

children to study science and math.  Could they be able to 1243 

suggest to American kids that they use more drugs? 1244 

Mr. Wray.  Again, my understanding is that the Chinese 1245 

government and the Chinese Communist Party, if it wants to 1246 

exercise that authority, can easily exercise that authority. 1247 

Mr. Moulton.  General Nakasone, China describes its 1248 

cyber efforts as proceeding along four vectors, deterrence, 1249 
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reconnaissance, offense, and defense.  Deterrence, how do 1250 

they think about deterrence and how do we think about 1251 

deterrence in response? 1252 

General Nakasone.  So in terms of the way that we think 1253 

about it, Congressman, is we think about a deterrence by 1254 

denial and deterrence by cost imposition.  Deterrence by 1255 

denial is what we're discussing here in terms of publishing 1256 

and being able to expose what the Chinese are doing in an 1257 

unclassified manner.  This is the difference.  This is the 1258 

challenge China now faces.  We have uncovered what they're 1259 

going to -- what they're doing, and we will continue to do 1260 

that. 1261 

Mr. Moulton.  So as we uncover this -- and I'm running 1262 

out of time, but I want you to comment on one other thing, 1263 

General Nakasone.  It's clear from all we've heard, including 1264 

the workforce challenges that Director Wray described, that 1265 

we need more cyber experts to serve our country.  Given the 1266 

threats that we've laid out today, do you have a message for 1267 

young Americans who might want to do something about this? 1268 

General Nakasone.  The future of our Nation, the future 1269 

of our economy, is tied so closely to the future of our 1270 

ability to operate in cyberspace.  If you're looking for 1271 

challenge, if you're looking for fulfillment, I would tell 1272 

you that any of the agencies that you see here provide a 1273 
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mission and a responsibility that would dwarf your imaginable 1274 

expectations.  And I truly believe in the importance of 1275 

national service, and I would encourage all Americans to 1276 

think about that. 1277 

Mr. Moulton.  Thank you, Mr. Chairman. 1278 

Chairman Gallagher.  Thank you. 1279 

I feel like we could make Seth a colonel in the Reserves 1280 

of something.  You know, you could take advantage of that. 1281 

Mr. Moolenaar? 1282 

Mr. Moolenaar.  Thank you, Mr. Chairman.  And thank you 1283 

all for being here today. 1284 

Director Wray, I wanted to follow up with you on some of 1285 

the comments that you had made.  In addition to the 1286 

cybersecurity issues, you talked about the human sources, the 1287 

insiders, corporate deception, Beijing hiding their hand in 1288 

corporate joint ventures, and this whole topic of leverage 1289 

and beholden to the CCP. 1290 

When you appeared in October on "60 Minutes," you 1291 

mentioned you had seen a variety of efforts by Chinese 1292 

businesses attempting to acquire businesses, land, and 1293 

infrastructure in the United States in a way that presents 1294 

national security concerns.  I saw that, and I thought that 1295 

was a very powerful statement.  I followed up with a letter 1296 

to you outlining some concerns I had about an investment in 1297 
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my own district. 1298 

In my own district, there's a company Goshen, which is a 1299 

CCP-affiliated company.  It's worked with the PLA, and many 1300 

of its top leaders, including the leader of its North 1301 

American operations, have ties to the CCP.  Goshen is wanting 1302 

to build an electric vehicle battery factory in my district, 1303 

and it's been given hundreds of millions of dollars in 1304 

federal, state, and local tax dollars to do so. 1305 

To build and operate its factory in my district, Goshen 1306 

plans to bring 20 to 50 Chinese nationals to Michigan.  If 1307 

that happens, how confident are you that it will not be used 1308 

for espionage?  In other words, do you believe there's a risk 1309 

these individuals will be spies working in the United States? 1310 

Mr. Wray.  Well, I'd have to drill in deeper on the 1311 

specific example to be able to weigh in on that.  But what I, 1312 

what I can tell you is that a lot of this ultimately traces 1313 

back to the blurry, if not non-existent, line between the 1314 

Chinese government and its private sector, and their ability, 1315 

the Chinese government's ability, to, should they choose to 1316 

leverage that authority, that reach, that access, in a way 1317 

that undermines our national security, which is why 1318 

acquisitions, buying land, buying businesses, and so forth, 1319 

while maybe legal, can still raise national security concerns 1320 

because it provides a vehicle for them to, if they want to 1321 
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leverage that access, to conduct surveillance or other 1322 

operations that undermine our national security.  And we've 1323 

seen time and time again where they have used that access, 1324 

leveraged that access, to do that. 1325 

And in a way, it ties into the, the operation that we're 1326 

here talking about this morning, which is leveraging in a 1327 

different sense.  The access is the problem.  We don't want 1328 

to wait until they've actually stolen whatever the 1329 

information is.  We need to try to get, as they say in the 1330 

counterterrorism context, left of boom. 1331 

Mr. Moolenaar.  How confident are you in the State 1332 

Department's vetting process when it comes to Chinese 1333 

nationals in this country? 1334 

Mr. Wray.  Well, I'm not, I'm not the expert on State 1335 

Department processes.  And I want to be clear, as I said in 1336 

my opening, that our concerns are not just with all Chinese 1337 

nationals.  Our concern is with the Chinese Communist Party 1338 

and the Chinese government.  And the Chinese government has 1339 

shown a willingness to leverage insiders who have no origins 1340 

in China, for example. 1341 

So vetting is a very important part of our, of our 1342 

resilience and our national security, but it's not sufficient 1343 

in its own right. 1344 

Mr. Moolenaar.  So your concern is with the leverage?  1345 
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They could do that with Chinese nationals.  They could use it 1346 

with other individuals as well.  What kind of leverage are 1347 

you seeing right now the Chinese Communist Party using in 1348 

this country? 1349 

Mr. Wray.  Well, it covers, covers the waterfront, 1350 

right?  So I'll give you one example that's public.  So GE 1351 

Aviation, a major public, very sophisticated company, entered 1352 

into a joint venture with -- it wasn't a Chinese company, but 1353 

the Chinese were able to recruit an insider at the joint 1354 

venture.  The joint venture was then able to get access to 1355 

sensitive GE information, which then it used -- he used to 1356 

help Chinese intelligence officers back in China hack GE's 1357 

systems.  So you had the joint venture, which enabled the 1358 

recruitment of the insider, which enabled the cyber hacking, 1359 

and then, for extra credit, the guy was able to essentially 1360 

cover the tracks because of his insider access. 1361 

Now, fortunately, there's a happy ending to that story, 1362 

because GE did what we want all businesses to do, had a good 1363 

relationship with the FBI and our local field office.  And we 1364 

were able to essentially run a sting operation back against 1365 

the Chinese, prevent millions and millions and millions and 1366 

millions of dollars of R&D from being fleeced by the Chinese, 1367 

and essentially lure an MSS officer who was involved to 1368 

Brussels, where he was arrested.  And we extradited him, and 1369 
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he's now in federal prison. 1370 

That's what we need to happen more often, but it also 1371 

shows that if a company as sophisticated and big as GE can 1372 

fall prey to this, what company couldn't? 1373 

Mr. Moolenaar.  So GE did the right thing.  If the 1374 

company was a CCP-affiliated company, would they have done 1375 

the same thing? 1376 

Mr. Wray.  I wouldn't count on it. 1377 

[Laughter.] 1378 

Mr. Moolenaar.  Thank you. 1379 

Chairman Gallagher.  Yes.  The gentleman's time has 1380 

expired.  Mr. Kim? 1381 

Mr. Kim.  Thank you, Mr. Chair.  Thank you to the four 1382 

of you for coming on out here today. 1383 

I guess I wanted to just build on something that 1384 

Congressman Moulton was talking about.  Director Easterly, 1385 

you talked about just the importance of being able to connect 1386 

in with the different communities across our Nation.  I was 1387 

very interested in what you said about the field force, 1388 

making people aware and organizations aware of the services 1389 

that are being provided. 1390 

And a lot of the conversation today has been talking 1391 

about, you know, how can we prevent some of this type of 1392 

situation where we would have these vulnerabilities with our 1393 
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critical infrastructure?  But, Director Easterly, you also 1394 

framed it, and I thought it was a very poignant way to frame 1395 

it, talking about some of the concern of societal panic, I 1396 

think is the phrase that you used, something that could be 1397 

done against us that can very much damage our ability to 1398 

operate, create that kind of concern amongst the American 1399 

people that could sway political decision-making and weighing 1400 

decisions in that way. 1401 

So I guess I just wanted to ask the four of you, yes, we 1402 

put everything that we can into trying to prevent something 1403 

from happening.  But, God forbid, something were to happen, 1404 

some type of major disruption, whether GPS or something else 1405 

of that nature, what kind of active planning are we doing in 1406 

a whole-of-government way?  Are the four of you brought into 1407 

that type of coordinated effort for that kind of, you know, 1408 

zero-hour, day-after type of planning? 1409 

I just want to have some sort of assurance or some sort 1410 

of understanding of what kind of work you all are doing in 1411 

that responsive way, not the preventative way, to tackle this 1412 

issue and prevent that type of societal panic that you all 1413 

were worrying us about. 1414 

Please, wherever you want to start.  Director Easterly? 1415 

Ms. Easterly.  Yeah, I'm happy to start.  And really 1416 

it's not my phrase, societal panic.  It's the Chinese, part 1417 
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of their doctrine.  And it's a pretty scary phrase, frankly. 1418 

Mr. Kim.  It is. 1419 

Ms. Easterly.  But we are working very closely with 1420 

FEMA, our partners in the Department, and they are going to 1421 

lead a whole-of-nation planning effort to ensure that we can 1422 

respond to significant national security events.  Now, this 1423 

is, of course, building on years and years of national 1424 

readiness plans and national response plans. 1425 

With respect to cyber, in particular, we were asked by 1426 

the National Cyber Director, as part of the National Cyber 1427 

Security Strategy, to update the National Cyber Incident 1428 

Response Plan.  So dealing with massive attacks across the 1429 

country, and we're working on that very closely with our 1430 

government partners, as well as with our industry partners. 1431 

Because as you've heard, industry plays a critical role 1432 

in this because they oftentimes have the best information on 1433 

what's happening in private critical infrastructure.  So that 1434 

connectivity will be incredibly important for us to catalyze 1435 

an effective response, if there is a major attack on our 1436 

Nation. 1437 

Mr. Kim.  Mr. Coker, I just want to turn to you.  How do 1438 

you feel about our readiness and preparation in that kind of 1439 

capacity?  Are we doing everything we need to at the federal, 1440 

state, and local level? 1441 
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Mr. Coker.  Thank you for the question and the concern. 1442 

And while I am very confident that we're taking the 1443 

steps that we need to, for example, I think you heard about 1444 

some of the exercises that we've worked with CISA on to 1445 

prepare our sector risk management agencies for these types 1446 

of situations, I am concerned that we continue to work with 1447 

the state, local, tribal, and territorial governments.  I've 1448 

said several times today they're on the frontlines, these 1449 

types of actions, and I view them as being a combatant 1450 

commander, if you will, with many of us being supporting 1451 

commanders. 1452 

They're the ones who need our support.  So it's part of 1453 

our shift in the National Cyber Security Strategy to shift 1454 

the burden, the responsibility, to those that are most 1455 

capable.  In this instance, it's the Federal Government 1456 

that's most capable to prevent and then to lead the 1457 

resilience --  1458 

Mr. Kim.  Yeah. 1459 

Mr. Coker.   -- in the case of an instance like this. 1460 

Mr. Kim.  Okay.  Well, look, I'd love to keep up with 1461 

this because, I mean, look, in New Jersey, you know, we have 1462 

a lot of readiness in responding to hurricanes and other 1463 

storms, but, you know, I just don't really feel like there's 1464 

a lot of muscle memory in order to understand how to be able 1465 
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to deal with some of these other types of approaches. 1466 

I'll just end with Director Easterly again.  You know, 1467 

we're talking about these, the readiness that we need.  I 1468 

have a real concern about some of the funding discussions 1469 

we're having here on Capitol Hill.  Last September, House 1470 

Republicans voted on a budget that would cut 22 percent to 1471 

CISA.  I guess I just wanted to get a sense from you what 1472 

that would do in terms of our impacts and readiness. 1473 

Ms. Easterly.  It would have a catastrophic impact on 1474 

our ability to protect and defend the critical infrastructure 1475 

that Americans rely on every hour of every day. 1476 

Mr. Kim.  Thanks for hitting it home.  I yield back. 1477 

Chairman Gallagher.  Mr. LaHood? 1478 

Mr. LaHood.  Thank you, Mr. Chairman.  I want to thank 1479 

all of our witnesses today for your valuable testimony and 1480 

the work you do to help protect Americans on a daily basis. 1481 

In particular, General Nakasone, I want to wish you 1482 

continued success in a well-deserved retirement. 1483 

I want to focus my remarks initially on the importance 1484 

of reauthorizing Section 702 of FISA, the Foreign 1485 

Intelligence Surveillance Act.  And as we know, Section 702 1486 

of FISA is set to expire here in Congress, if we fail to 1487 

reauthorize that program, on April 19th of this year. 1488 

And I would argue it's of existential importance to this 1489 
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country from a national security standpoint.  And 702 is a 1490 

crucial tool for providing the U.S. with the ability to 1491 

target foreign people overseas to gather information that 1492 

allows us to protect our citizens, both abroad and here at 1493 

home. 1494 

And when we think about today's topic, the CCP cyber 1495 

threat to the American homeland and national security, I want 1496 

to direct my questions to Director Wray and General Nakasone. 1497 

Can you talk or explain on how the information derived 1498 

from Section 702, as we specifically focus on our topic 1499 

today, aids in protecting our troops from China's malign 1500 

activities in the Pacific and the U.S. effort to counter 1501 

China's cyber espionage here, here on U.S. soil, and our 1502 

efforts to prevent transnational repression? 1503 

Mr. Wray.  Well, I want to strongly second your comments 1504 

about Section 702 and its indispensability to our national 1505 

defense from foreign threats.  Specifically, in the context 1506 

of today's hearing, 702 is the greatest tool the FBI has to 1507 

combat PRC hacking groups. 1508 

Just to give a concrete example, just last year, thanks 1509 

to FBI's FISA 702 information, we were able to identify PRC 1510 

state-sponsored cyber actors taking initial steps to access 1511 

U.S. -- a particular U.S. transportation hub.  And we were 1512 

able to quickly notify the entity and share technical 1513 
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details, which enabled them to be able to kick the Chinese 1514 

off the networks before harm could be done, before some of 1515 

the more apocalyptic scenarios we've been talking about here 1516 

could transpire. 1517 

That's the kind of thing that happens, frankly, not 1518 

infrequently in our work.  That is, 702 enabling us to 1519 

identify PRC malicious cyber activity targeting Americans, 1520 

targeting American critical infrastructure, enabling us to 1521 

warn victims, to notify them with details that enable them to 1522 

take effective defensive action. 1523 

And so in my view, failure to reauthorize Section 702, 1524 

or for that matter, reauthorizing it in a way that severely 1525 

restricted our ability to use it, would be a form of 1526 

unilateral disarmament in the face of the Chinese Communist 1527 

Party, which I can assure the American people the Chinese 1528 

government is not tying its hands behind its back.  It's 1529 

going the other direction, and we need to do the same. 1530 

Mr. LaHood.  Thank you.  General Nakasone? 1531 

General Nakasone.  Congressman, 702, Section 702 is the 1532 

most important authority that the National Security Agency 1533 

uses every single day to keep Americans safe and to secure 1534 

our Nation.  As someone who was at the Pentagon on 9/11, to 1535 

consider that we would return to the days before Section 702, 1536 

where we couldn't connect the dots, is almost inexplicable to 1537 
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me. 1538 

The other piece that I would add to your question is 702 1539 

is so agile that it provides us an ability to see the Chinese 1540 

precursor chemicals that are being used to feed fentanyl, 1541 

which is the scourge of our Nation.  A hundred thousand 1542 

Americans lost their lives in 2022.  702 allows us to 1543 

identify those precursors; that saves lives. 1544 

The final point that I would offer is that, of the 1545 

surveillance authorities that are out there today, the most 1546 

transparent, the most effective, the most important authority 1547 

is 702.  It balances civil liberties and privacy and the 1548 

requirements of our national security. 1549 

Mr. LaHood.  Thank you.  I yield back. 1550 

Chairman Gallagher.  Thank you.  I thank the gentleman 1551 

for his incredible work on that issue as well. 1552 

Mr. Torres? 1553 

Mr. Torres.  Thank you.  General Nakasone, the United 1554 

States is a cyber superpower.  Do you consider China a 1555 

comparable cyber superpower? 1556 

General Nakasone.  Congressman, I consider China a near-1557 

peer adversary, yes. 1558 

Mr. Torres.  And what is the likelihood of China 1559 

outcompeting the United States in cyberspace? 1560 

General Nakasone.  Given the -- I think given the 1561 
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attention that we're putting on this today, the realization 1562 

that our Nation must change, the strategic environment that 1563 

must change, our National Defense Strategy, our National 1564 

Security Strategy, I think we are -- will and -- will 1565 

maintain that superiority. 1566 

Mr. Torres.  A reassuring answer.  During World War II, 1567 

the United States was concerned that Nazi Germany would be 1568 

the first to develop an atomic bomb.  Today, we're concerned 1569 

that China could be the first to develop a quantum computer 1570 

capable of breaking modern encryption. 1571 

Director Easterly, who's winning the quantum computing 1572 

arms race? 1573 

Ms. Easterly.  I would probably ask General Nakasone to 1574 

weigh in on that --  1575 

Mr. Torres.  Sure. 1576 

Ms. Easterly.   -- specifically. 1577 

General Nakasone.  Congressman, you point out one of 1578 

the, the critical things that we're moving towards right now.  1579 

Our agency creates the keys, codes, and cryptography that 1580 

ensures the underlying encryption of our Nation.  We are 1581 

developing those keys, codes, and cryptography in partnership 1582 

with NIST to ensure that our Nation is safe from a quantum 1583 

computer which you just described. 1584 

National Security Memorandum 10 talks about this.  We 1585 



 73 

 

 

  
 
 
 

are well on the way to being able to do that, and we will be 1586 

able to defeat any type of quantum capability that the 1587 

Chinese have in the future. 1588 

Mr. Torres.  So we're winning the race? 1589 

General Nakasone.  We are. 1590 

Mr. Torres.  Great.  Artificial intelligence, there's a 1591 

real risk that advanced AI could enable anyone anywhere to 1592 

carry out a cyber attack on critical infrastructure.  What 1593 

can be done to prepare ourselves for a world of widely 1594 

distributed cyber weapons of mass destruction? 1595 

Ms. Easterly.  Well, this is an area where I have 1596 

significant, significant concerns because AI is moving 1597 

faster.  It is moving at a speed that is three times the 1598 

speed of Moore's law.  It is unpredictable.  And it will 1599 

probably be the most powerful weapon of our generation.  The 1600 

most powerful weapon of the last generation was owned and 1601 

operated by nations who were disincentivized to use it.  1602 

These are generally owned and operated and produced by 1603 

private sector companies who are driven by a profit motive. 1604 

So we need to be very, very specific about the 1605 

guardrails and, ultimately, the type of regulation that will 1606 

help prevent the use of these capabilities for nefarious 1607 

purposes by rogue nations, by cyber criminals, by terrorists.  1608 

And we need to move incredibly quickly to do that. 1609 
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I think this and China are the two generational issues 1610 

that we need to be riveted on to protect our Nation. 1611 

Mr. Torres.  And as you noted, you know, AI development 1612 

is largely unfolding among a small number of companies 1613 

secretly, behind the scenes.  And I think most of us, even in 1614 

Congress, are out of the loop.  Do you feel like these 1615 

companies are keeping you abreast of the latest advances in 1616 

AI and the implications that those advances would have for 1617 

cybersecurity? 1618 

Ms. Easterly.  Well, I think one of the good news 1619 

stories is because of the illumination of this issue and the 1620 

inherent risks by the Congress, by the administration, 1621 

industry has had to come to the table and actually work in a 1622 

more transparent way, which we greatly appreciate, but we 1623 

need to see more of that. 1624 

And frankly, we need to have secure guidelines in place. 1625 

There needs to be secure-by-design for AI, which is why we've 1626 

been working with all the big generative AI companies and 1627 

international partners to ensure that when these capabilities 1628 

are created, security are the -- is the top priority. 1629 

Mr. Torres.  Now, there are multiple leaders, the CISA 1630 

Director, National Cyber Director, the Deputy National 1631 

Security Advisor for Cyber and Emerging Technology, the head 1632 

of CYBERCOM, who play a role in setting cyber policy.  And 1633 
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there are multiple law enforcement agencies, FBI, Secret 1634 

Service, Homeland Security investigations, that play a role 1635 

in combating cyber crimes like ransomware.  Who is in charge 1636 

of coordinating the various moving parts of cyber 1637 

policymaking and law enforcement? 1638 

Mr. Coker.  Statutorily, it's the Office of the National 1639 

Cyber Director that serves that purpose, sir. 1640 

Mr. Torres.  And how does your role differ from that of 1641 

the Deputy National Security Advisor for Cyber and Emerging 1642 

Technology?  What's the difference between those two roles? 1643 

Mr. Coker.  The National Security Council writ large 1644 

yields all mechanisms of national power, and cyber is but 1645 

one.  So when they -- when the NSC provides guidance and 1646 

advice to the President, it's far broader than cyber.  Our 1647 

domain is on --  1648 

Mr. Torres.  No, but there's a -- there's a Deputy NSA 1649 

specifically for cyber.  So how does that role differ from 1650 

yours? 1651 

Mr. Coker.  We work very closely together, but the big 1652 

difference is there is more of an operational flavor to, to 1653 

that role than my role.  Again, our office is providing 1654 

strategic and policy guidance, not operational guidance, 1655 

which is what the National Security Council does with our 1656 

colleagues.  Again, far broader than cyber, but more 1657 
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operational than the Office of National Cyber Director. 1658 

But I also want to be real clear that we work very 1659 

closely together.  Literally, weekly, we have a synch leader-1660 

to-leader, but our staffs are working together daily. 1661 

Chairman Gallagher.  The gentleman's time has expired. 1662 

Mr. Johnson? 1663 

Mr. Johnson.  Director Easterly, Director Wray, I just 1664 

want to have a conversation with the two of you, largely 1665 

around the maritime, the port situation.  It seems to me that 1666 

our ports are becoming more reliant on equipment, technology, 1667 

infrastructure from PRC-affiliated firms.  I find that 1668 

concerning.  Is that a legitimate threat? 1669 

Ms. Easterly.  Yes. 1670 

Mr. Wray.  So I think it's a good example of the, the 1671 

theme that we've been talking about in this hearing and other 1672 

contexts as well, right?  Which is if you're talking about 1673 

Chinese businesses, there is the potential that they can be 1674 

leveraged by the Chinese government for all manner of 1675 

concerns.  When you combine that with some of the 1676 

cybersecurity concerns that have also been discussed here in 1677 

the context of ports and maritime security, it's sort of a 1678 

double-whammy. 1679 

Mr. Johnson.  Yeah,  I mean this -- these supply chains, 1680 

of course, are so interconnected and so heavily reliant 1681 
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upstream and downstream that it doesn't take very much hitch 1682 

and a giddy-up to start to strangle our ability to engage in 1683 

international trade or to power the American economy.  How do 1684 

you assess the awareness of our maritime partners, the port 1685 

operators, shippers, carriers, about this threat? 1686 

Ms. Easterly.  Yes.  So one of the issues, and you may 1687 

be alluding to this, sir, is that 80 percent of cranes in our 1688 

ports are ZPMC.  So it goes to the point about Chinese-1689 

controlled infrastructure in our critical infrastructure. 1690 

Part of the issue is -- and we work very closely with 1691 

the Coast Guard who serve as the sector risk management 1692 

agency for maritime transportation systems.  We make all of 1693 

the owners and operators aware of the very real threat and 1694 

the risk.  But when you have such almost a monopoly in, in a 1695 

manufacturer, it's very hard to rip and replace.  Same 1696 

concerns with the communications infrastructure. 1697 

So what we do is we provide, working with the Coast 1698 

Guard, information on the threat, and we provide what they 1699 

can do to mitigate the impact of that threat.  So there are 1700 

things that can be done to lessen that risk.  But, of course, 1701 

we should work to be able to not have to depend on this type 1702 

of Chinese infrastructure, which ultimately is controlled by 1703 

the CCP. 1704 

Mr. Johnson.  Well, and you're exactly right.  And I 1705 
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think that's worth double-underlining, that 80 percent of the 1706 

ship-to-shore cranes are manufactured by PRC-affiliated 1707 

firms.  It does seem like that is quite a liability, all 1708 

things being considered. 1709 

Director Wray, more to add on that front? 1710 

Mr. Wray.  Well, I would agree with both your comments 1711 

and Director Easterly's.  I would just add that it's, it's 1712 

about more than just the ports and the cranes.  You know, 1713 

maritime sector, more broadly, is something that we know the 1714 

Chinese have targeted.  And that's part of why, together with 1715 

CISA and Coast Guard and others, we've tried to put out a lot 1716 

of information about best practices, mitigation guidance, et 1717 

cetera, to try to reduce the risk.  But, ultimately, if we're 1718 

going to be in a more secure posture, we're going to have to 1719 

be mindful of the Chinese government's ability to leverage 1720 

its businesses. 1721 

Mr. Johnson.  So let's assume that you all are doing 1722 

everything right; you've done a good job educating these 1723 

private sector partners, because so much of this 1724 

infrastructure, as we've talked about, whether it's 1725 

electricity, whether it's water, and now we're talking about 1726 

ports, really is owned and operated by the private sector.  1727 

Let's assume you've done a perfect job of educating them.  1728 

What do you assess they need to do better over the course of 1729 
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the next three to five years to minimize the dangers of this 1730 

threat? 1731 

Ms. Easterly.  I'm happy to start.  One other thing I 1732 

would mention, FBI and CISA actually put out something 1733 

specific about Chinese-manufactured drones, which is another 1734 

area we have significant concerns in. 1735 

But in terms of what they need to do, it goes back to 1736 

ensuring that they have an awareness of the threat 1737 

environment and that they are taking those measures to invest 1738 

in basic cyber hygiene.  Some of this are just taking the 1739 

basics to understand your infrastructure, to know what the 1740 

vulnerabilities are, so you can drive remediation of them.  1741 

That cyber hygiene is so important. 1742 

I made the point in the opening statement, but I really 1743 

think it's worth doubling down.  Every CEO, every board 1744 

member, every business leader of a critical infrastructure 1745 

owner or operator, has to see cyber risk as a core business 1746 

risk.  They have to manage it as a matter of good governance 1747 

and national security.  So that's an important message to 1748 

anybody that leads an organization in this Nation. 1749 

Mr. Wray.  I would just add to those very good points 1750 

that, much as Director Easterly referred to in her opening 1751 

statement, same thing in the context of ports and maritime 1752 

security more broadly.  We need victims to reach out to us 1753 
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immediately.  Because the victim who reaches out to us 1754 

immediately is the one who's going to supply the information 1755 

that will enable us, not just to be able to share information 1756 

with them to better mitigate and prevent their attack from 1757 

becoming worse, but more importantly in many ways, prevent 1758 

the attack from metastasizing to other sectors and other 1759 

businesses. 1760 

So the first victim that gets contacted, that victim's 1761 

information is what helps us protect all the other 1762 

organizations and victims that are potentially out there.  1763 

And so we see all the time, when it's done right, businesses 1764 

reaching out to their local FBI field office.  We're able to 1765 

be there often within an hour or just a little bit more, 1766 

sharing technical indicators that they wouldn't have had. 1767 

The dots get connected.  They're better able to prevent 1768 

that attack from getting worse, but then they're also able to 1769 

share intelligence which enables us collectively to then arm 1770 

other businesses, and other ports, let's say in this case, 1771 

from being victims, and get, again, getting further left of 1772 

boom. 1773 

Mr. Johnson.  Mr. Chair, I would close by noting that we 1774 

have hyperoptimized these supply chains for efficiency, but 1775 

we cannot leave resilience behind, including, of course, 1776 

cyber.  Thanks. 1777 
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Chairman Gallagher.  Noted. 1778 

Mr. Johnson.  I yield. 1779 

Chairman Gallagher.  Mr. Auchincloss? 1780 

Mr. Auchincloss.  Thank you, Chairman, for today, 1781 

bringing together witnesses with such credibility and 1782 

commitment to defending our democracy.  I appreciate it. 1783 

This hearing brings to mind my favorite anecdote from 1784 

the Civil War.  It was 1864 and Grant just took command of 1785 

the Army of the Potomac.  And he was surrounded by his senior 1786 

staff, and they were preparing for their march into northern 1787 

Virginia, and they kept on saying well, Lee's going to do 1788 

this, and Lee's going to do that.  And what if Lee thinks 1789 

about this?  And he snapped and he said stop worrying about 1790 

what General Lee is going to do.  Let's make him worry about 1791 

what we're going to do to them. 1792 

And I think about that a lot when it comes to cyber.  1793 

Because we have to do all of these things that Mr. Johnson 1794 

put forward so articulately about making ourselves resilient.  1795 

But we also have to make them worry about what we're going to 1796 

do to them. 1797 

And it strikes me that the best offense we have is not 1798 

actually the NSA's ability to hit their critical 1799 

infrastructure, although I know we can do that.  And we're in 1800 

the clear right now, and I'm not going to ask you all the 1801 
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details, but that needs to be there. 1802 

But, actually, the best offense that we have is to turn 1803 

their domestic populations on those regimes; to allow their 1804 

own people to debate, to deliberate, to ask themselves 1805 

whether they like three-year COVID lockdowns, to whether they 1806 

like invading another sovereign nation.  And Starlink, in the 1807 

last several years, has proven that it can open up those 1808 

channels of civic discourse that are so corrosive to 1809 

authoritarian regimes. 1810 

This question is for any of you who want to tackle it.  1811 

But what can we in the U.S. Government do to, one, 1812 

turbocharge our ability to turn on their civic discourse, 1813 

whether with Starlink or other means; and two, to make sure 1814 

that that decision is the U.S. Government's decision, not 1815 

Elon Musk's decision? 1816 

General Nakasone.  I'd like to start, Congressman. 1817 

I think the key piece that you just talked about is what 1818 

we've all realized, which is the what we do hasn't changed a 1819 

lot.  The National Security Agency, we do signals 1820 

intelligence; we do cybersecurity.  At U.S. Cyber Command, we 1821 

do cyberspace operations.  It's the how.  The how is changing 1822 

so rapidly. 1823 

And this is where we have an impact against China.  Much 1824 

in the same way Grant in the Wilderness Campaign decided that 1825 
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we're going to focus on our strengths, not worry about his 1826 

adversary.  That is the same thing we have here.  We have our 1827 

strengths. 1828 

Our strengths begin with our partnership.  Our strengths 1829 

begin with the fact that we are able to talk with our private 1830 

sector and be able to understand broadly what is going on.  1831 

The fact that we are now publishing these type of insights in 1832 

an unclassified manner, hanging them on our websites, must 1833 

and will concern the Chinese. 1834 

Mr. Auchincloss.  But do we have a plan, General, do we 1835 

have -- and maybe this is for Mr. Coker or Ms. Easterly, but 1836 

do we have a plan for internet freedom in Iran, in Russia, in 1837 

China, so that their populations can engage?  The Ayatollah 1838 

is 84 years old.  He's got advanced prostate cancer.  There's 1839 

going to be a succession soon.  Are we ensuring that the 1840 

Iranian people have as much of a voice as possible in making 1841 

their discontent known as that succession planning is 1842 

happening?  The same thing, of course, in China. 1843 

That's really what keeps Xi Jinping up at night, I 1844 

believe.  It's not actually U.S. politics.  It's latent 1845 

Chinese politics. 1846 

Mr. Wray.  Well, I'll come at it from, from the FBI's 1847 

end.  I mean, much of what you're talking about are 1848 

operations that would take place, you know, in those 1849 



 84 

 

 

  
 
 
 

countries.  But that's why, when we call out transnational 1850 

repression by all the governments you listed off, that's so 1851 

important.  Because those repressive, repressive techniques 1852 

that you're talking about, they're not just doing them in 1853 

their home countries.  They're exporting it onto U.S. soil.  1854 

And their victims, their intended victims are primarily the 1855 

diaspora of those countries, dissidents and critics here who 1856 

have the audacity, in their view, to criticize those regimes, 1857 

the Chinese, the Iranians, the Russians, et cetera. 1858 

And so when we take action through exercise of the rule 1859 

of law here, to protect those victims and call out that 1860 

behavior, those families are in contact with --  1861 

Mr. Auchincloss.  I agree. 1862 

Mr. Wray.   -- their family members back in those 1863 

countries, which helps create the dynamic you're talking 1864 

about. 1865 

Mr. Auchincloss.  I agree with you, and we've had 1866 

excellent hearings on transnational repression, and I 1867 

understand the feedback loops.  I would say, though, that we 1868 

need a whole-of-government strategy for Starlink on steroids 1869 

for these authoritarian regimes. 1870 

In my last 30 seconds, Director Wray, I want to 1871 

compliment you on the work that you've done since October 7th 1872 

to improve public safety in the United States.  I know that's 1873 
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been a focus for yours -- of yours. 1874 

And that, in December, you testified that you saw 1875 

blinking lights everywhere and that you were especially 1876 

concerned about Hamas-inspired domestic terrorism.  And we 1877 

know that the Chinese are fomenting that, frankly. 1878 

Regrettably, the Boston City Council in my home -- in my 1879 

home state, rejected $13 million of federal terrorism funds 1880 

that would help, in part, with cybersecurity, but also 1881 

terrorism preparation operations.  What would be your message 1882 

for municipalities and localities about the importance of 1883 

regional preparation to defend against terrorism, both 1884 

cybersecurity as well as kinetic? 1885 

Mr. Wray.  We are, since October 7th, in a heightened 1886 

threat environment from various forms of terrorist risk.  The 1887 

biggest one is an inspired attack by the conflict in the 1888 

Middle East, but an attack that's inspiring some individual 1889 

here in a horribly misguided way to commit an attack.  And 1890 

that risk is more likely to be a lone actor targeting so-1891 

called soft targets here in the United States, which is, you 1892 

know, facilities, houses of worship, schools, places that 1893 

people every day in America go, including in municipalities 1894 

like the ones you're talking about. 1895 

And so to defend the public we all serve, we need to be 1896 

mindful of that heightened terrorist risk. 1897 
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Mr. Auchincloss.  Thank you, Chairman. 1898 

Chairman Gallagher.  The gentleman's time has expired. 1899 

Mrs. Hinson? 1900 

Mrs. Hinson.  Thank you, Mr. Chairman.  Good afternoon 1901 

to our distinguished guests.  Thank you so much for appearing 1902 

before our committee to discuss these blatant threats that 1903 

the PRC poses, not only to our cybersecurity, but to our 1904 

national security on many, many levels. 1905 

And, Director Wray, I wrote it down, when you gave your 1906 

opening statement, you talked about, you know, they want to 1907 

wreak havoc and real-world harm on us, and we need to be 1908 

ready if and when.  And I think it's very clear today from 1909 

our discussion that it's not if, it's, it's already 1910 

happening.  So our answer is resiliency; it's prevention, and 1911 

it's accountability.  And so I'm pleased to hear about the 1912 

work that you're doing interagency to counter these threats. 1913 

And back in September, the chairman and I led -- a 1914 

letter to you, Director Wray, as well as to Secretary Austin, 1915 

requesting that the FBI and Pentagon brief members of this 1916 

committee specifically on the gatecrashers at many of our 1917 

sensitive facilities, U.S. military bases, critical 1918 

infrastructure. 1919 

And it's unacceptable that the PRC was even able to gain 1920 

access to many of these sensitive sites.  They scuba dived 1921 
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around sensitive military equipment.  They were able to 1922 

infiltrate our Army test sites, missile sites, and then, of 1923 

course, the most egregious example of the spy balloon going 1924 

across our country.  It's a blatant attack on our country to 1925 

undermine our national security and breach our military and 1926 

technical innovation. 1927 

So I appreciated the prompt response to our letter, and 1928 

I want to ensure that this conversation continues, that our 1929 

security agencies are prioritizing this at the highest level.  1930 

So I would be curious what the FBI is doing right now to 1931 

further secure these critical areas, to ensure that we are 1932 

stopping these threats to the American people before they 1933 

happen. 1934 

Mr. Wray.  So we are tackling it through a combination 1935 

of investigations, intelligence-sharing, and engagement.  And 1936 

to break that down a little bit further, we have in all 56 of 1937 

our field offices counterintelligence task forces that are 1938 

FBI-led, but that have representatives serving on them from 1939 

the relevant military agencies that are in that area, as well 1940 

as in many cases state and local law enforcement, who are a 1941 

very important part of giving us sort of an additional 1942 

forward-multiplier to help counter the threat. 1943 

And so we have any number of investigations into 1944 

different kinds of efforts by actors associated with the PRC 1945 
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to spy on, if you will, or in other ways target our military 1946 

installations. 1947 

Intelligence-sharing, obviously, things that we learn 1948 

through our investigations, we are able to marshal that and 1949 

then share that back with our DOD partners, so that they can 1950 

use that to be even savvier about how they defend their 1951 

installations.  And then engagement, we're trying to make 1952 

sure that the lines of communication are wide open between us 1953 

and whatever military facility is in that particular area. 1954 

When I visit an FBI field office -- and I've visited all 1955 

56 twice; I'm on my third round now -- it never fails to 1956 

inspire me, the close relationship that exists between the 1957 

local FBI field office and the military presence in that, in 1958 

that state. 1959 

Mrs. Hinson.  Yeah, and I'm sure there are many, many of 1960 

those partnerships that have been very, very successful in 1961 

stopping many of these threats, but we can't rest on our 1962 

laurels.  And obviously, continuing those conversations is 1963 

going to be critical.  And I look forward to maybe further 1964 

conversations there, perhaps in a classified setting, about 1965 

what more we can be doing. 1966 

I want to quickly follow up in the remaining time that I 1967 

have about rip and replace, because that is a huge, huge 1968 

concern.  Recently, introduced a bill with many members of 1969 
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this committee, including the chairman and the ranking 1970 

member, Representative Moolenaar, to help kind of breach that 1971 

critical funding gap that exists for rip and replace. 1972 

But it's certainly concerning when you hear about these 1973 

routers and all of the different equipment that exists within 1974 

our telecom, and some of them are very, very small 1975 

organizations that do not have the resources.  So we want to, 1976 

of course, repurpose some of those COVID funds and put them 1977 

toward ripping out this Chinese telecom equipment.  That is a 1978 

huge vulnerability. 1979 

So, Director Easterly, this question is for you.  Can 1980 

you address really the importance of a rip-and-replace 1981 

program, not just for this level, but maybe do we need to 1982 

look at expanding it further?  And what are the consequences  1983 

of us not taking action here? 1984 

Ms. Easterly.  Yeah, I mean, it's incredibly complex 1985 

supply chains, as you know.  But when it comes down to some 1986 

basic fundamentals, I think you pointed out around the bill 1987 

itself 24,000 pieces of Chinese software in these supply 1988 

chains.  And so it's imperative that we help the owners of 1989 

some of these less-resourced entities to be able to make 1990 

these important changes to reduce risk. 1991 

Two things I would add is we co-lead what's called the 1992 

Information Communications Technology Supply Chain Risk 1993 
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Management Task Force.  And so I'm not even sure that they 1994 

know that there may be capabilities with funding to do that 1995 

rip and replace.  So I think that education there is 1996 

incredibly important. 1997 

The other thing that I, I think we need to be aware of, 1998 

and we, of course, the FCC has a covered list with a variety 1999 

of different Chinese equipment from Dahua to Huawei, to ZTE, 2000 

to Hytera.  What we do is we make critical infrastructure 2001 

aware that they may -- that may exist in their critical -- in 2002 

their systems, so they can also be aware of the threat, 2003 

either mitigate it or replace it.  I think the whole effort 2004 

is incredibly important and commend you for the, for the 2005 

bill. 2006 

Mrs. Hinson.  Yeah, well, certainly, we have a lot of 2007 

vulnerability and we're working to get -- and I realize I'm 2008 

almost out of time, Mr. Chairman -- but we're working to get 2009 

a true accounting of what vulnerabilities still exist within 2010 

even government buildings or even leased government 2011 

buildings. 2012 

So thank you to -- for all of you appearing before our 2013 

committee today.  I yield back, Mr. Chair. 2014 

Chairman Gallagher.  Thank you.  Ms. Brown? 2015 

Ms. Brown.  Thank you, Mr. Chairman.  I want to thank 2016 

each of our witnesses for leading extraordinary agencies at a 2017 



 91 

 

 

  
 
 
 

time of great turbulence and instability in the world. 2018 

Our cybersecurity capabilities are perhaps one of our 2019 

greatest threats and opportunities in the 21st century.  We 2020 

must do more to deter and respond to threats to our systems 2021 

coming from the hostile actors across the world, including 2022 

North Korea, Russia, and Iran.  And we know the Chinese 2023 

Communist Party has incredibly sophisticated cyber 2024 

infrastructure and will become more, as has been discussed 2025 

today already, one of our fiercest competitors on this front. 2026 

One of our greatest assets, something which the CCP 2027 

overlooks, is our diversity.  As Speaker Emerita Nancy Pelosi 2028 

and Vice President Kamala Harris have both said, "Our 2029 

diversity is our power." 2030 

One aspect in which we can -- can and must do so much 2031 

more, is to build and rely on a diverse pool of talent in the 2032 

field of cybersecurity.  I know this is a top priority for 2033 

the Biden-Harris administration and for all of you as leaders 2034 

of your respective agencies. 2035 

So turning to you, Director Coker, I know this topic is 2036 

something important to you, and you have spoken about it 2037 

before.  Can you speak on the administration's broad effort 2038 

to increase our cyber workforce by sourcing talent from 2039 

diverse places, and the benefit it brings to our ability to 2040 

combat CCP efforts? 2041 
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Mr. Coker.  Thank you so much for that question and that 2042 

important topic.  And to me and the administration, diversity 2043 

is all about achieving positive mission outcomes.  That 2044 

message cannot be -- be misunderstood.  It's about positive 2045 

mission outcomes.  And we do that by having the strongest 2046 

teams possible. 2047 

I talk to 500,000 open cyber jobs.  So whatever we've 2048 

been doing lately hasn't been working.  So what do we need to 2049 

do to fix that?  We have the National Cyber Workforce and 2050 

Education Strategy that has its pillar.  The two that are 2051 

most relevant to your question are expanding the federal 2052 

cyber workforce and then America's writ large. 2053 

We need to do that by, number one, having people realize 2054 

the impact to national security.  We talked about national 2055 

service.  I think Americans want to serve our Nation, and we 2056 

need to be clear about cybersecurity is serving our Nation. 2057 

Growing up, if you -- about the only national service we 2058 

had, by and large, was wearing a uniform, voting, and paying 2059 

taxes.  That's changed today.  All those critical 2060 

infrastructure segments that we have, that's national 2061 

security.  So we need to make sure there's an opportunity to 2062 

serve our Nation in cyber. 2063 

Number two, there used to be a misnomer that 2064 

cybersecurity and cyber in general was a technical endeavor.  2065 



 93 

 

 

  
 
 
 

That's not the case.  Folks think they have to be STEM.  2066 

Cybersecurity is about critical thinking.  It's about 2067 

agility.  It's about being open-minded.  So one need not be 2068 

an engineer or a scientist to make contributions in 2069 

cybersecurity. 2070 

I also want to add that there are communities across the 2071 

country that aren't exposed to these opportunities.  I'm a 2072 

rural kid, kid from Kansas.  I didn't know I could serve 2073 

until there happened to be a recruiter that came from the 2074 

Naval Academy.  I hadn't even heard of the Naval Academy.  2075 

You can expand that to cybersecurity.  So we need to go 2076 

places where we haven't gone before. 2077 

And leaders know that we need to make opportunities for 2078 

people.  There's a level of risk.  Need not lower standards 2079 

at all.  But sometimes qualifications that are listed are not 2080 

valid.  People can learn.  We find the right people.  We 2081 

develop them, retain them, and we turn them loose. 2082 

So the administration's perspective is let's find the 2083 

right people, looking in places we haven't necessarily looked 2084 

before.  And why?  Because we need more, better, different 2085 

people to achieve positive mission outcomes. 2086 

Ms. Brown.  Thank you so very much. 2087 

I now want to turn to another important topic which 2088 

weighs on all of our minds, and that's the 2024 national 2089 



 94 

 

 

  
 
 
 

election.  As we frequently remind everyone, the 2020 2090 

presidential election was the safest, most secure election in 2091 

our Nation's history.  However, the 2016 election preceding 2092 

it was scarred by Russian hacking and broad disinformation 2093 

campaigns, which severely compromised the integrity of the 2094 

election. 2095 

Anyone on the panel, if you would be willing to answer 2096 

the question or address this in an unclassified setting, is 2097 

there any evidence at this time the CCP is using artificial 2098 

intelligence to interfere in the U.S. elections, and how do 2099 

we ensure this election is free from CCP influence? 2100 

And I only have 8 seconds.  I'm sorry. 2101 

Chairman Gallagher.  Negative 11 seconds, but I'll allow 2102 

it. 2103 

Ms. Easterly.  I'll probably defer to my intel 2104 

colleagues on whether the CCP is actively using artificial 2105 

intelligence.  But based on the DNI's report in December 2106 

about the activity in the 2022 midterms, which talked about 2107 

the aggregate scope and scale of foreign activity and 2108 

influence and interference being more than we saw in 2018, 2109 

and specifically Chinese attempts at influence, we should 2110 

expect it.  We should absolutely expect that foreign actors 2111 

will attempt to influence and that they will interfere. 2112 

But to be very clear, Americans should have confidence 2113 
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in the integrity of our election infrastructure because of 2114 

the enormous amount of work that's been done by state and 2115 

local election officials, by the Federal Government, by 2116 

vendors, by the private sector, since 2016, since election 2117 

infrastructure was designated as critical infrastructure.  2118 

It's that work that should make the American people confident 2119 

in the security, resilience, and integrity of the American 2120 

election system. 2121 

Chairman Gallagher.  The gentlelady's time has expired. 2122 

Mr. Gimenez? 2123 

Mr. Gimenez.  Thank you, Mr. Chairman. 2124 

I actually share the thoughts of my colleague on the 2125 

other side, Mr. Auchincloss, about the need to provide 2126 

technology so that the people that live in repressive regimes 2127 

like Russia, China, Iran, we actually start a second front 2128 

without shedding any blood.  So that the people inside can 2129 

actually -- they're all seeking freedom, and we need to help 2130 

them achieve freedom, and show -- and throw the shackles of 2131 

this regime.  So hopefully we can have that kind of 2132 

technology, allow them to communicate with themselves, so 2133 

that can happen. 2134 

One of the things that happened, very interesting, there 2135 

was a -- there were hundreds of thousands of people who took 2136 

to the streets of Cuba back in -- a couple of years ago in 2137 
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July.  And one of the first things that the Cuban government 2138 

did was shut down the internet; identified the leaders and 2139 

then took them out. 2140 

If we can find technology that allows the people to 2141 

communicate with themselves, I think we can actually help the 2142 

cause of freedom around the world.  And so, you know, I'll be 2143 

working with my colleague there to see how we can make that 2144 

happen. 2145 

I actually believe that the cyber war that we're 2146 

conducting right now is a battle.  And I think, actually, the 2147 

race is really the race to AI.  Do you agree with that, Ms. 2148 

Easterly? 2149 

Ms. Easterly.  I think AI will play a tremendous role in 2150 

the battlefield to come, but both on private sector as well. 2151 

Mr. Gimenez.  How important is the accumulation of data 2152 

in this race to AI? 2153 

Ms. Easterly.  Well, it's all about data at the end of 2154 

the day. 2155 

Mr. Gimenez.  Well, good. 2156 

Ms. Easterly.  So it is the gold. 2157 

Mr. Gimenez.  So here's where I'm going. 2158 

Ms. Easterly.  It is the oil. 2159 

Mr. Gimenez.  Okay.  There's 150 million users of TikTok 2160 

in the United States.  How valuable is that data to the CCP? 2161 
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Ms. Easterly.  Enormously valuable. 2162 

Mr. Gimenez.  Okay.  So, Mr. Wray, knowing that it is 2163 

critical for the United States to win the race to AI, and 2164 

TikTok is a huge source of data -- actually, in a language 2165 

that they need, because I believe that the Chinese language 2166 

is actually a disadvantage and that they need more Western 2167 

languages in order to win that race.  How critical to our 2168 

security is -- well, TikTok is providing all this data to the 2169 

CCP.  Do you think that's a security threat to the United 2170 

States? 2171 

Mr. Wray.  I have very significant security concerns 2172 

about TikTok, and it is a combination of the ability that the 2173 

Chinese Government would have to, if they should choose to 2174 

exercise it, to control the collection of the data, to 2175 

control the recommendation algorithm, and if they wanted to, 2176 

to be able to control and compromise devices.  And if you 2177 

layer AI, as you are saying right on top of all of that, it 2178 

just amplifies those concerns, because the ability to collect 2179 

U.S. person data and feed that in to their AI engine, it just 2180 

magnifies the problem. 2181 

We look at AI as a concern in the wrong hands, but we 2182 

also know that American AI innovation is the envy of the 2183 

world, and the Chinese are trying to steal it.  So the big 2184 

concern, of course, is that they will not only steal American 2185 
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data and feed it into their AI engine, but that they will 2186 

steal American AI innovation and make their theft even more 2187 

effective.  And all you have to do is look at the Equifax 2188 

hack from several years ago, where they were able to steal 2189 

the personally-identifiable information from 150 million 2190 

America people. 2191 

Mr. Gimenez.  Director, I am running out of time.  I 2192 

need to ask you a question.  It is a direct question.  It is 2193 

a tough one probably.  I don't know how you are going to 2194 

answer it.  Would you ban TikTok in the United States?  Yes 2195 

or no. 2196 

Mr. Wray.  Well, there is a decision-making process that 2197 

is outside of my lane, but let me try to answer it this way.  2198 

As long as the Chinese Government has the ability to control 2199 

all these aspects of the business, I don't see how you get 2200 

your way clear to mitigating those concerns. 2201 

Mr. Gimenez.  Fair enough.  I also share the concerns of 2202 

my colleague, Mr. Johnson.  Over the past eight months, I 2203 

have worked with Chairman Gallagher and members of the 2204 

Committee on Homeland Security, led by my Transportation and 2205 

Maritime Security Subcommittee conduct a joint investigation 2206 

examining cybersecurity and supply-chain threats at U.S. 2207 

maritime ports posed by the People's Republic of China.  I 2208 

anticipate sharing our joint investigative report soon.   2209 
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When I was the mayor of Miami Dade County, we operated 2210 

one of the biggest ports in the United States, and lo and 2211 

behold, when I look at our cranes, they all had Chinese 2212 

writing on it.  So they all came from China.  Eighty percent 2213 

of the world's cranes are actually manufactured in China.  2214 

But what is worse, I thought that we were okay with software, 2215 

maybe software developed in Western countries was okay 2216 

operating these cranes, but we also find out that in a lot of 2217 

instances the software is shipped to China, stays there for 2218 

over a year, and then it is installed in China, and we don't 2219 

know what happens to it in that time.  And so operating that 2220 

software, knowing that that software either reporting back to 2221 

China or that somehow it can be turned off at any time.  2222 

Think about it.  Eighty percent of the world's commerce is 2223 

controlled by those cranes.  So thank you, and I am way over, 2224 

so thank you very much for indulging me, Mr. Chairman. 2225 

Chairman Gallagher.  Apparently, the lights are also 2226 

controlled by somebody.  I also climbed up in one of those 2227 

cranes in Miami.  I didn't know that I was afraid of heights 2228 

until that moment, but it was illuminating. 2229 

Ms. Stevens. 2230 

Ms. Stevens.  I am always learning about our chairman.  2231 

This is a real honor to be with all of you.  This is another 2232 

just top-notch hearing, and certainly we are not the Homeland 2233 
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Security Committee or even Armed Services and so, yes, 2234 

getting into these points about the entanglements of 2235 

cybersecurity threats and its realities, of which I would 2236 

love to ask you about.   2237 

I just wanted to start from a more elevated place, and 2238 

maybe this is a question for Mr. Wray and Mr. Coker.  What is 2239 

the CCP's motivation as far as you know and can share with 2240 

cybersecurity threats and actions?  Because we have been 2241 

hearing colleagues and everyone talking about all these 2242 

little examples and all the tools and this and that.  But 2243 

what is the goal here?  Is it to chip away at our economy?  2244 

Is it to make us look weak, and in fact, I think even just 2245 

some of what we are positing today is perpetuating some of 2246 

this position of weakness rather than strength, because much 2247 

of this technology is technology we have created, but that is 2248 

another point.  I am more interested in the why. 2249 

Mr. Wray.  Well, my starting point would be that as with 2250 

most questions about the Chinese Government's tactics and 2251 

strategy, when one asks is it A, B, or C, the answer is 2252 

usually D, all of the above.   2253 

And in the context of cyber threats, they are using 2254 

their biggest hacking program in the world to try to steal 2255 

our intellectual property, to advance their own economic 2256 

engine.  They are trying to steal our personally-identifiable 2257 
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information to feed into the influence operations and other 2258 

tactics that we have talked about here already in this 2259 

hearing.   2260 

They are using their cyber targeting to suppress 2261 

dissidents and critics, and as is revealed through the 2262 

operation we have talked about and announced here this 2263 

morning, they are using their cyber targeting to preposition 2264 

on our critical infrastructure to be able, should they so 2265 

choose, to conduct a destructive or disruptive attack on our 2266 

critical infrastructure at the time of a conflict.  So they 2267 

are doing all of those things.  They all feed up ultimately 2268 

into their goal to supplant the U.S. as the world's greatest 2269 

superpower. 2270 

Mr. Coker.  I am in agreement in that the goal is to 2271 

supplant the U.S.  We are in a competition with China, and 2272 

frankly, they are the only nation that has the means to 2273 

reshape the international order, and means being diplomatic, 2274 

economic, military.  We are in a competition.  We have to 2275 

acknowledge that, will not lose sight of it.  We also need to 2276 

manage that competition responsibly to avoid the 2277 

confrontation and conflict.  And we can do that by continuing 2278 

to operate with competence, not yielding the initiative, not 2279 

merely staying on the defensive, but being as strong as the 2280 

United States has always been.  If you look at the national 2281 
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security strategy, it says to invest at home to maintain our 2282 

strength. 2283 

Ms. Stevens.  So we shouldn't consider cybersecurity 2284 

attacks warfare?  I know General Nakasone, you are here -- 2285 

what are they doing over there?  I mean, do they have a 2286 

department that is just focused on cyber attacks?  Because 2287 

this is sort of in some respects hard to wrap our heads 2288 

around, right?  I mean, we don't -- I know Wray, you have got 2289 

your kit and caboodle that you can talk about and then can't 2290 

talk about, but I am just more or less interested in terms of 2291 

how are we choosing to respond to these things?  What is our 2292 

perch, and what do we know about how they are actually 2293 

putting all of this stuff together? 2294 

General Nakasone.  Well, we know a lot about what they 2295 

are doing as we have talked about today.  We also know who is 2296 

doing it.  We know how they are structured.  We know their 2297 

version of the National Security Agency and U.S. Cyber 2298 

Command.  We also know that they have very, very specific 2299 

organizations that are targeting different parts of the 2300 

world, to include the United States of America.   2301 

And now I think the important thing is now that we know 2302 

that, what are we doing about it?  And this is to the point 2303 

of the Department's strategy is that we defend forward.  We 2304 

operate outside the United States to be able to impose cost 2305 
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on our adversaries either by enabling our partners or acting.  2306 

And that is the important piece. 2307 

Ms. Stevens.  I am just out of time, but Ms. Easterly, 2308 

as someone who founded the Women in STEM Caucus here, 2309 

bipartisan caucus in the Congress, it is such a treat to hear 2310 

your expertise.  You have been phenomenal.  All of you have.  2311 

Thank you, and I yield back. 2312 

Chairman Gallagher.  Ms. Steel. 2313 

Mrs. Steel.   Thank you, Mr. Chairman.  Critical 2314 

infrastructure and intellectual property across California 2315 

are at risk of being attacked by the CCP and other 2316 

adversaries.  This could have serious consequences for my 2317 

constituents.   2318 

In May, the LA Times wrote about threats of cyber 2319 

attacks on our water infrastructure, and then I am seeing all 2320 

these directors and the new head of cyber attacks or cyber 2321 

security, head up all these departments.  What we do, 2322 

interagency coordination on cyber attacks and vulnerability 2323 

at ports around the world with U.S. military and commercial 2324 

presence, because I think anybody can answer, because you are 2325 

talking about what your agencies have been doing and how you 2326 

are protecting from the cyber attacks, but how are we working 2327 

together with all of these different agencies? 2328 

Ms. Easterly.  So I will start and say a couple of 2329 



 104 

 

 

  
 
 
 

things.  So with respect to ports specifically, so CISA was 2330 

built by Congress in 2018 to serve the role as the national 2331 

coordinator for critical infrastructure security and 2332 

resilience.  So we work with all of the sector risk 2333 

management agencies to ensure that we can work with industry 2334 

to help them understand the risk so that they can manage that 2335 

risk and reduce that risk.  And we have a phenomenal 2336 

partnership with the U.S. Coast Guard, where we work with 2337 

them day in and day out to do cyber assessments, to help with 2338 

vulnerability scanning to ensure that all of the maritime 2339 

transportation sector has what they need to reduce risk. 2340 

The other point I would make, particularly if the CCP is 2341 

watching this hearing, and I assume that they are, is that 2342 

the strength of our cyber capabilities in the United States 2343 

of America is that we operate as a team.  There may be 2344 

different people doing different things, but all of us work 2345 

incredibly closely together and we know that our strength is 2346 

our unity as we work together. 2347 

Mrs. Steel.  How about other allies, because like LOGINK 2348 

maritime tracking system?  We are not using unfortunately 2349 

here in this country, but you know what, our allies like 2350 

Japan, South Korea, Portugal, Spain, they are using it, and 2351 

China, CCP, knows exactly what is going in and out and even 2352 

that our naval ships are going into those countries.  How do 2353 
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we protect that, and how are we going to work with other 2354 

countries? 2355 

Mr. Wray.  So we, almost invariably on almost all of the 2356 

things that we have been talking about here today, especially 2357 

in cyber, are working with foreign partners, our closest 2358 

foreign partners, who are themselves, as you say, also being 2359 

targeted by the CCP.  And especially in the context of cyber, 2360 

our focus is on conducting joint, sequenced operations, which 2361 

almost invariably involve not just U.S. partners, but 2362 

sometimes as many as 10 or 20 foreign partners, all working 2363 

together in tandem to try to have the whole be greater than 2364 

the sum of the parts. 2365 

We have talked a lot about numbers, the disadvantage 2366 

that we are at relative to the CCP, but as General Nakasone 2367 

said, one thing we have is partnerships, true partnerships, 2368 

which allow us to have kind of our two, U.S.'s two, together 2369 

with some other countries, say it is Japan's two, have an 2370 

equal five to get synergies from working together, and that 2371 

is ultimately our best defense against the CCP. 2372 

Mrs. Steel.  So China is ready to attack by 2027 Taiwan, 2373 

and we heard, and we had a great meeting with former Defense 2374 

Secretary Gates, and he was the one actually talking about 2375 

more of it is not going to be the war, but more of the 2376 

commercial stops, meaning that they are going to just stop 2377 
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all these ships going in and out.  That is the way they are 2378 

going to isolate Taiwan.  But when the other countries are 2379 

still using those systems, and especially in the United 2380 

States, our cranes were made by China, and they are actually 2381 

controlling it.  You were talking about that just a little 2382 

gas line that we got into trouble, but when they stopped, all 2383 

those cranes that we are using in the United States ports, we 2384 

are in big trouble, and then we cannot communicate or -- we 2385 

can communicate, maybe, I don't know, but we cannot really 2386 

bring anything to Taiwan since that is an island.  So we 2387 

really have a big problem.   2388 

So what kind of things that we are really preparing that 2389 

-- you know, how are we going to really go inside the CCP and 2390 

find out exactly what they are doing?  And I think 2391 

Congresswoman Stevens was talking about that.  Do they have 2392 

their own department?  I think they do, and just only do 2393 

cyber attacks.  So how much do we know that inside of China 2394 

that what they are doing to us and to other countries? 2395 

General Nakasone.  We have a tremendous amount of 2396 

insight in terms of how they are organized, what their plans 2397 

are, and what they are doing.  This is one of the things that 2398 

the National Security Agency spends a tremendous amount of 2399 

time on.  And we have a very, very good insight in terms of 2400 

what their intent is. 2401 
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Chairman Gallagher.  The gentlelady --  2402 

Mrs. Steel.  Thank you very much for all the witnesses 2403 

today.  I learned a lot.  I have to get out because of Ways 2404 

and Means Committee meetings, but thank you so much, 2405 

Chairman. 2406 

Chairman Gallagher.  Home stretch, a few more, I think.  2407 

I just jinxed it.  Someone may come back.  Mr. Khanna. 2408 

 Mr. Khanna.  Thank you, Mr. Chairman.  Director Wray, 2409 

could you assure the American public today that no nonviolent 2410 

protester about a cease fire of the Middle East will be 2411 

investigated or surveilled by the FBI? 2412 

Mr. Wray.  We are not going to be investigating 2413 

nonviolent First Amendment activity. 2414 

Mr. Khanna.  And could you just assure whatever their 2415 

position is on the Middle East or the 2024 election, if there 2416 

is an American who is out there engaged in expressing their 2417 

view, whether that is for a cease fire or whatever that is, 2418 

the FBI is not going to be investigating them or surveilling 2419 

them? 2420 

Mr. Wray.  Our mission is to protect the American people 2421 

and uphold the Constitution, and we intend to do both.  We 2422 

embrace both parts of that mission.  In our view, it doesn't 2423 

matter what you are ticked off about or who you are ticked 2424 

off at.  There is a right way under the First Amendment to 2425 
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exercise those views, and we are going to help protect that.  2426 

And there is a wrong way to exercise those views, and that is 2427 

violence and threats, and we are going to investigate that. 2428 

Mr. Khanna.  I appreciate your saying that, because I 2429 

think -- I share your view that the First Amendment and 2430 

peaceful protest is at the heart of our democracy.  I also 2431 

have appreciated some of your views on making sure that as we 2432 

appropriately investigate Chinese threats to infrastructure 2433 

and the Chinese Communist Party's threats that deal with 2434 

cybersecurity, you have been very clear that you do not think 2435 

that that should involve the profiling of Chinese Americans, 2436 

and I think you have been sensitive in some remarks you made 2437 

at University of Michigan about how in the past that has 2438 

happened. 2439 

Can you speak to some of the past history of profiling 2440 

of Asian Americans and how under your leadership you are 2441 

going to make sure that that doesn't happen as we 2442 

appropriately investigate Chinese Communist Party threats to 2443 

the United States? 2444 

Mr. Wray.  We are going to aggressively pursue the 2445 

threat posed by the CCP with investigations that are 2446 

predicated on the facts and the law and our policies.  And 2447 

they are not going to be based on race, ethnicity, or 2448 

national origin, and they haven't been. 2449 
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Now, it is the case that the Chinese Government 2450 

aggressively targets individuals here to enlist them in their 2451 

efforts, but they also aggressively suppress and coerce and 2452 

harass Chinese Americans and Chinese visitors here, and so we 2453 

view as part of our role to help protect those people.  And 2454 

so part of the key is drawing the distinction between the 2455 

Chinese Government, the Chinese Communist Party, a malicious 2456 

actor, and Chinese Americans, Chinese dissidents, the 2457 

victims. 2458 

Mr. Khanna.  And as you do this, Director Wray, and like 2459 

I said, I think under your leadership, from your public 2460 

comments, you have been quite good about drawing that 2461 

distinction, but do you bring to it a historical awareness 2462 

that Asian Americans in this country have been profiled in 2463 

our history, just like I am sure you have a historical 2464 

awareness of the FBI's role during the civil rights movement. 2465 

Mr. Wray.  Certainly there have been abuses or mistakes 2466 

in the past and we are determined to make sure that those 2467 

things don't happen again.  But I do want to make clear that 2468 

our work, at least since I have been director, focused on 2469 

Chinese aggression, is based on the facts and the law and 2470 

proper predication. 2471 

Mr. Khanna.  And you can assure the Chinese Americans 2472 

that they aren't being profiled or targeted in any way based 2473 



 110 

 

 

  
 
 
 

on their ethnicity or race? 2474 

Mr. Wray.  We are not going to open investigations based 2475 

on profiling people for race, ethnicity, or national origin, 2476 

or anything of that sort. 2477 

Mr. Khanna.  Thank you.  I am done with my questions. 2478 

Chairman Gallagher.  Thank you.  And finally as special 2479 

guest, the esteemed Chairman of the Homeland Security 2480 

Subcommittee on Cybersecurity and Infrastructure Protection, 2481 

Representative Garbarino.  I have to ask unanimous consent 2482 

for the gentleman to participate and ask questions at this 2483 

hearing.  Unanimous consent.  The gentleman is recognized. 2484 

Mr. Garbarino.  Thank you, Chairman.  Thank you, Ranking 2485 

Member, for allowing me to visit today as a special guest, 2486 

and I look forward to continue working with you all on 2487 

building resilience with our CCP cyber threat. 2488 

First, Director Wray, I would like to say I took an 2489 

international trip with some other colleagues, and we met 2490 

with some of your employees, your men and women in some other 2491 

countries, and they were doing a phenomenal job, especially 2492 

on the cyber threat level, so doing a great job with that. 2493 

Director Easterly, it is good to see you.  I wanted to 2494 

ask you a question.  The intelligence community has been 2495 

warning for years that China has the ability to launch cyber 2496 

attacks and disrupt U.S. critical infrastructure.  In 2497 
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response to the persistence of this threat, I understand CISA 2498 

has hired a new associate director to lead China operations.  2499 

Can you please provide an update on the work of what has been 2500 

completed over the last six months and what do you have -- 2501 

what plans for the remainder of the year? 2502 

Ms. Easterly.  Great.  Thanks so much.  Great to see 2503 

you, Chairman.  Yes, early last year, we decided to stand up 2504 

a whole element under the Associate Director for China 2505 

Operations, and so we hired a terrific subject matter expert, 2506 

Andrew Scott, to lead that effort, really a cross-agency 2507 

effort, to ensure we had a deep understanding of the threat 2508 

to critical infrastructure and that we could work effectively 2509 

with our partners across the interagency, at the state and 2510 

local level, and of course, with industry to be able to build 2511 

the security and the resilience that we need to defend the 2512 

nation from these threats. 2513 

Since that period of time, we of course, as we have been 2514 

talking about in this hearing, we have affirmatively found 2515 

and eradicated Chinese intrusions in our critical 2516 

infrastructure, a whole variety of sectors that we believe 2517 

are being used to preposition and prepare for destructive 2518 

cyber attacks.  So we have many lines of effort.  One is 2519 

about evicting cyber actors.  One is about providing our free 2520 

services to all of our stakeholders across the country, so 2521 
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they have the vulnerability capabilities to identify and 2522 

drive remediation of these vulnerabilities and exploits taken 2523 

advantage of by the Chinese cyber actors. 2524 

And then as we have been talking about here, really 2525 

catalyzing that operational collaboration, those 2526 

public/private partnerships, because between governments and 2527 

the intelligence community, we really need industry to help 2528 

build that mosaic, so we have a deep understanding of the 2529 

threat, so that we can together reduce risk to the American 2530 

people. 2531 

Mr. Garbarino.  Is the JCDC, you talk about those 2532 

collaborations, the JCDC, Joint Cyber Defense Collaborative.  2533 

What value is that adding to your China operations? 2534 

Ms. Easterly.  Yes, this was, of course, the great 2535 

innovation brought to us by the Cyberspace Solarium 2536 

Commission.  It started out as the JCPO.  We turned it into 2537 

the JCDC because I like rock and roll.  But we have had that 2538 

stood up for over two and a half years now.  We went from ten 2539 

companies that we were working with to over 200, and it 2540 

really has been the platform that we have used to catalyze 2541 

that operational collaboration, which is rooted in three 2542 

fundamental things.  A recognition that a threat to one 2543 

business could be a threat to many, why informing --  by 2544 

letting FBI and CISA know about a cyber threat incident is so 2545 
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critical.   2546 

Second, it is really the reciprocal responsibilities of 2547 

government and industry to recognize that we have to share 2548 

information in real time, that has to be transparent.  The 2549 

Government has to add value.  The Government has to be 2550 

responsible in terms of how we protect data.   2551 

And then finally, what the JCDC offers is a scalable way 2552 

for us to share information, not just with the private 2553 

sector, but very important partners across the Government, 2554 

like the National Security Agency Cyber Collaboration cell 2555 

and FBI's NCIJTF.  So it really does help to put operational 2556 

collaboration across the cyber ecosystem on steroids.  And 2557 

again, we are very grateful to the Congress for helping to 2558 

fund it and authorize it and to the Cyberspace Solarium 2559 

Commission for coming up with that great idea. 2560 

Mr. Garbarino.  Thank you, Director.  Director Coker, 2561 

congratulations on the new position.  I wanted to -- in your 2562 

opening testimony you mentioned the administration focusing 2563 

on harmonizing cyber regulations in furtherance of the 2564 

national cyber strategy.  As you understand, the SEC recently 2565 

finalized the cyber incident rule that goes what I believe is 2566 

against CIRCIA, and I also know the Department of Homeland 2567 

Security and many sectors have said that with this new rule, 2568 

their cyber employees are going to be spending half their 2569 
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time on compliance instead of facing the threats from CCP 2570 

cyber threats. 2571 

As we pursue a CRA this week, the Senate might pass it, 2572 

and we are going to try to pass it in the House, what is the 2573 

administration doing to harmonize between agencies and 2574 

departments? 2575 

Mr. Coker.  Thank you for your kind words and for 2576 

raising this important topic to us.  Part of the national 2577 

cybersecurity strategy has been to do regulatory 2578 

harmonization, and the point of that regulatory harmonization 2579 

is to reduce the burden of compliance.  And the way we are 2580 

going about that, we have issued a request for information 2581 

and received more than 80 responses from the private sector 2582 

and public sector.  Right now, we are going through the 2583 

process of better understanding those, again with the goal of 2584 

reducing the burden of compliance.  So that is our goal right 2585 

there.  We understand that --  2586 

Mr. Garbarino.  I appreciate it.  I am out of time, so -2587 

- but someone should tell the SEC that though. 2588 

Chairman Gallagher.  I thank the gentleman, and it is a 2589 

pleasure to have you here.  You are welcome back any time.  2590 

Well, maybe not any time. 2591 

Two comments, and then we will close and I will 2592 

recognize the Ranking Member.  One of the first things I said 2593 
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in our first hearing was that the stakes of this competition 2594 

were existential.  Now, I got a lot of blowback for that, but 2595 

I don't think after the testimony we have heard today there 2596 

could be any doubt.  I mean, there was one path where we 2597 

stumble into a war for which we are ill prepared and even 2598 

victory might have existential consequences in the sense that 2599 

it would transform America into a garrison state.  Or there 2600 

is another path in which we slowly succumb to sedation of 2601 

TikTok, and we surrender, and we no longer stand for the 2602 

ideals and values that America stands for, that the rest of 2603 

the world is looking to us to stand for. 2604 

And so while this hearing has revealed many things we 2605 

need to do, and while the competition in cyber in China is 2606 

one that is going to outlast my time in Congress, I am 2607 

confident of that, there are things that we must do now 2608 

urgently.  Foremost among them in my opinion, particularly in 2609 

light of the testimony we heard from Director Wray, either 2610 

ban or force the sale of TikTok.  And this is bordering on 2611 

national suicide if we continue down this road.  And I get 2612 

that TikTok has hired an army of lobbyists, including former 2613 

members of Congress, who are collecting a paycheck, but the 2614 

time is now to do something about this. 2615 

And by the way, if you are invested in ByteDance, you 2616 

are not going to take TikTok public in America under the 2617 
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current ownership structure.  So if only in your own 2618 

financial interest, we have to find a way to force the 2619 

separation, the time is now to act.   2620 

Okay, on that happy note, I will transition to 2621 

recognizing the hard work of the Democrat Staff Director John 2622 

Stivers, who is departing the committee this week after 25 2623 

years of service on the Hill, almost as long as General 2624 

Nakasone has been in uniform.   2625 

I will confess, John, we have worked together for a 2626 

year.  You have aged me personally three years in that time.  2627 

There have been moments when I have lied awake in bed 2628 

thinking, you know, life would be easier if you did leave.  2629 

But now I am sad, now that it is happening.  And one thing I 2630 

have learned in working with John, and particularly working 2631 

in the human rights community, he has been doing this since 2632 

before it was cool, and he is truly a hero in the human 2633 

rights community, and it has been very cool to be able to see 2634 

that.  And I will give you the highest compliment I could 2635 

give you, John, which is that if I had to negotiate with Xi 2636 

Jinping with the fate of the free world on the line, I would 2637 

want you on my team, because I know you would drive him 2638 

crazy.  So it has been a pleasure to work with you, and with 2639 

that, I recognize the Ranking Member. 2640 

Mr. Krishnamoorthi.  Thank you, so much, Chairman, and 2641 



 117 

 

 

  
 
 
 

thank you to all the witnesses.  This has truly been a really 2642 

important hearing, a call to action more than anything else.  2643 

And I think that we, Mike and I were talking during the 2644 

hearing about several ideas that you folks generated that we 2645 

need to follow up on, and we will do so on a bipartisan 2646 

basis, and thank you for your service.  Thank you, General 2647 

Nakasone for everything that you have done for our nation and 2648 

for coming today, as well as all of you.   2649 

And I will remember cisa.gov from Ms. Easterly, so thank 2650 

you so much.  As we try to enlist our civilian partners in 2651 

our collective defense, collective cyber defense, and employ 2652 

what you call cyber hygiene, which I love.  2653 

And then I would also like to recognize our Staff 2654 

Director, John, who is departing today.  Mike covered the 2655 

highlights, but he has also had other very distinguished 2656 

roles in government.  He was an Assistant Administrator for 2657 

Asia at USAID.  He was a Commissioner to the U.S.-China 2658 

Economic Security Review.  He was a Senior Advisor to Leader 2659 

Pelosi, and now he is off to other -- the next chapter, the 2660 

next 25 years.  And so I look forward to continuing to 2661 

collaborate between us and you in your next roles, and I just 2662 

want to give him a big round of applause for his service. 2663 

[Applause.] 2664 

I am not done.  I am done.  I yield back.  Thank you. 2665 
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Chairman Gallagher.  Without objection -- wait, 2666 

questions for the record are due one week from today.  2667 

Without objection, the committee hearing is adjourned. 2668 

[Whereupon, at 1:27 p.m., the committee was adjourned.] 2669 


